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Cybersecurity Market Trends

A Cybersecurity Platform that Enables Digital Innovation

Zero-Trust Security-Driven Dynamic Cloud Al-Driven Security
Network Access Networking Security Operations

Accelerated Accelerated Accelerated Accelerated
OT/loT Converged Approach Cloud Adoption Detection / Response
« Operation Technology « SD-WAN (ASIC) « Security FOR the Cloud + Too Many Point Products
« Millions of loT Devices * NGFW (ASIC) + Security FROM the Cloud + Not Enough Skilled people
* Mobility + SASE (Cloud) * Work From Home (WFH) * Hard to implement Automation

» ZTNA (Cloud)
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Broadest End-to-End Cybersecurity Platform

Different consumption models available

FortiNAC FortiAP FortiGate FortiGate VM FortiWeb
(SD-WAN)
FortiClient FortiSwitch FortiProxy FortiCWP FortiMail

(Fabric Agent)

B

FortiAuthenticator FortiExtender Fortilsolator FortiCASB
&
A
FortiToken FortiTester FortiADC

FortiClient

FortiEDR

FortiGuard Services
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FortiAnalyzer

FortiSandbox

FortiSIEM

FortiAl
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FortiManager

FortiGate Cloud

FortiCloud

Appliance

Virtual
Machine

S

Cloud

o

Security-as-
a-Service
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Simplify Security Operations

Choose an offering aligned to your SOC maturity

unting, CMDB

ity (FortiSlEM): Threat H

Mu\ti-Vendor Visibil

Security Fabric Analytics & Automation (FortiAnalyzer): Logging & Reporting, Best
Practice Compliance, Security Fabric Incident Response.
Central Management (FortiManager): Central Configurations & Policies Management

F:ERTINET

Ref: 2020 CISO Benchmark Study

The SOC Maturity Framework
identifies which SOC capabilities are
aligned to an organization based on
their SOC maturity. FortiManager,
FortiAnalyzer, FortiSIEM & FortiSOAR
can be mapped to these capabilities.

FortiSOAR enables full orchestration
and automation across the Security
Fabric and multivendor environments.

FortiSIEM brings multi-vendor
visibility across your network.
Higher levels of correlation and
customization can be integrated
with the Security Fabric.

FortiAnalyzer provides logging,
reporting, analytics and automation for
all "on fabric” devices and endpoints.

FortiManager provides central
configurations and policies management

© Fortinet Inc. All Rights Reserved 4



Security Operations Center (SOC) Maturity Framework

People, Process, Capabilities

SOC Maturity
LEVEL1

SOC Maturity
LEVELZ2

SOC Maturity
LEVELS3

People

Process

Capabilities

F:ERTINET

Medium business with one
Team - IT & Security (<5 IT-
security staff)

Best effort incident response

* Logging & Reporting

« Automated Detection &
Response

» Configuration Management

Med-Large business with dedicate
security team (3-5 dedicated

security staff)

Basic incident response plan

Level 1 plus:

*Multi-Vendor Incident Detection &
Response

Large enterprise with experienced
SOC analysts / SOC Team (5+
Dedicated SOC Staff)

Advanced SOC processes and
playbooks

Level 2 plus:

«Alert Management

*Unified Orchestration Automation
& Response



FortiManager 6.4 What’s New



FortiManager 6.4 What’s New

Workspace Enhancement (per-policy lock / policy package lock)

ADOM Selection & Revision Enhancement

Normalized Interfaces

Zero Touch Provisioning (ZTP) Enhancement

Management Extensions - SD-WAN Orchestrator

F:ERTINET



Workspace Enhancement — Per-Policy Lock Support
From ADOM Lock To Per-Policy Lock Support

of ADOM:root Lock [3 @ > 1 nadminv

E:E System Settings v

€5 Dashboard Waorkspace Settings

2 Logging Topolo 1
EEing &Y Mode Disable Works
All ADOM
® s Per-Policy Lock € m
{ Storage Info

£ Network
& HA
& Admin v
Administrators
Profile
Remote Authentication Server
Admin Settings

SAML S50

BB Certificates

© Fortinet Inc. All Rights Reserved 8
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Workspace Enhancement — Per-Policy Lock Support
Implicit Lock

Policy & Objects ~  Policy Packages Object Configurations of ADOM: DEMO Llock [1 @ » A admin +

B Policy Package . & _ADOM Revisions ¢ Tools »  #* Collapse All  #= Object Selector ~
m Search... Q = Create New v [#Edit+~ T Delete [®Section~ @ Policy Lookup #§ Column Settings ~ ® View Mode v
I3 default
) O |# Name From To Source Destination Security Profiles Schedule Service Users f
I3 pp_devicel
[ pp_device2 (@] "W Project #1 (1-9 / Total: 9)

= host_001
B host_002
B host_003
= host_004
Policy_002 [ LAN 2 WAN E E host_052 @& no-inspection always @ ALL v

B host 003 B host_ 053 @& no-inspection ® always @ ALL W

I3 pp_device3
B & pp_deviced

IPv4 Policy

Installation Targets
I3 pp_hubs

emea

Policy_001 2 LAN 2 WAN BSt.UGT & no-inspection ® always @ ALL v

B Policy Package ~ M Save & Install v & ADOM Revisions % Tools~  # Collapse All 3= Object Selector ~

E:E Policy & Objects v  Policy Packages Object Configurations o ADOM: DEMO  Lock

(S ‘ jpforcioli +

E el Q = Create New v [#Edit ~ I Delete [ Section~ @ Policy Lookup #§ Column Settings~ ® View Mode v

H I3 default

) O # Name From To Source Destination Schedule Service Users
I3 pp_devicel

———— I pp_device2 O ~ rroject#1(1-9 / Total: 9)
’ Mep deviced r 1d Policy_001 ZE LAN K WAN B host 001 & host 051 (@ always @ ALL
2 [} pp_deviced 2 The Policy was locked by admin at 2020-02-13 B host_002 & host_052 always @ ALL
: 13:44:47

IPv4 Policy TFUILY_WUo LI LAN 21 WAN & host 003 & host 053 (@ always @ ALL
Installation Targets Policy_004 [ WAN B host 004 B host_054 always m ALL
5 pp_hubs [ WAN B host 005 [ host 055  [® always @ ALL

emea

Prlicwe D04 ke RY.Y AN B bock NOL bk NEL = ol ALl

Action

+" Accept
" Accept
" Accept
" Accept
" Accept

2t Berant

Security Profile:

@ no-inspectic ¢
@ no-inspectic ¥
@ no-inspectic ¥
@ no-inspectic ¥
@ no-inspectic ¢
i) i i
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Workspace Enhancement — Per-Policy Lock Support
New Save All Option To Save All Touched Policy Packages

Policy Packages Object Configurations i ADOM:DEMO Llock (1 @ > ﬁadmin v

B Policy Package ~+ MSave ~ & Install~ & ADOM Revisions %% Tools v 2 Collapse All %= Object Selector ~

m Search., Q = Create New v [#Edit~ il Delete []Section~ @ Policy Lookup 4% Column Settings ~

O #

MName From

1-a11

IPv4 Policy

Installation Targets 0O 1& test_001 [ dmz Ball 2 all @ always @ ALL
e B default E E net_lan

IPv4 Policy O v Implicit (2-2/ Total: 1)

Installation Targets 0 2 Implicit Deny & any & any Bal Bal 8 always @ ALL
@ B staging pp

IPv4 Policy

Installation Targets k

F:=RTINET © Fortinet Inc. All Rights Reserved 10



View Locked Policy Packages Option
Quick Check Locked Policy Packages

Policy & Objects v Policy Packages Object Configurations o ADOM: DEMO Lock [ @ > A admin +

B Policy Package ~ M Save & Install ~ & ADOM Revisions #F Tools ~  # Collapse All  #= Object Selector v
|EQ Search... Q aate N . - 4 i i
+ Create New v [#Edit~ i Delete [¥Section~ @& Policy Lookup %% Column Settings ~
@ [ default R
Name From To Source Destination Security Profiles Schedule Service Users Al
IPv4 Policy
. high i
Installation Target [ any L2 any 2 all Ball ® hig '_securllty always o ALL v
. @& no-inspection
I3 pp_devicel
it {2-2 / Total: 1)
& pp_device2 -
I pp._device3 Implicit Deny ¥ any ¥ any ¥ all ¥ all ¥ always r ALL @
I3 pp_hubs
emea
Lock
View Locked Packages \ - -
New option to expose the whole list
of Jocked Policy Packages
Policy Check
Export to Excel
Export to C5V

© Fortinet Inc. All Rights Reserved 11



ADOM Selection Enhancements
New Create New, Edit and Delete Options

Select an ADOM
New right-click
options: Edit Delete, == ADOM 001
Lock and Unlock S -
ADOM 6 0 A4
FortiGate 6.0 i ’ {Backup)
ADOM_TEMPLATE_001 CUSTOMER_001 (1)
New Create New FortiGate 6.4 FortiGate 6.2
option DEMO_001 (7) DEMO_002 (1)
FortiGate 6.2 FortiGate 6.2
DEMO_004 DEMO_005 (2)
FortiGate 5.4 FortiGate 6.4
DEMO_010 (2) DEMO_011 (1)
FortiGate 6.4 FortiGate 6.4

DEMO_014 (3)
FortiGate 6.4

DEMO_013 (4)

SCRIPT
FortiGate 6.2

demo_001
FortiGate 6 2

= Create New

F:ERTINET

Tool-tip showing the
ADOM description

ADOM_5_6 (1)

DEMO (25)
\G: This is a demo ADOM o

DEMO_003 (2)
iGate 6.2

0_006

e 6.4

10_012 (2)
iGate 6.4

DEMO_015
FortiGate 6.4

SDWAN_001 (4)
FortiGate 6.4

Global Database
Glohal 6.4

4
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ADOM Revision Enhancements
Support Additional Templates

ADOM Revision

& Create New [# Edit [ Delete @ View Revision Diff * Restore Ql
O D MName Created By Created Time Comment
O 13 staging.pp_2020-5-26-16- i admin 2020-05-26 16:39:49
O 12 staging.pp_2020-5-26-15- h admin 2020-05-26 15:57:07
O 11 staging.pp_2020-5-26-15- i admin 2020-05-26 15:54:22
O 10 staging.pp_2020-5-26-15 i admin 2020-05-26 15:50:44
O 9 staging.pp_2020-5-26-15- h admin 2020-05-26 15:45:26

FAP Profiles FSW Templates CLI Templates

F::ERTINET © Fortinet Inc. All Rights Reserved 13
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SD-WAN Templates
Templates




Normalization Interfaces
Concern: Lot Of Wordings And Confusion

« Dynamic Interface: Policy Zone vs Policy Interface

="=  Policy & Objects v  Policy Packages Object Configurations ADOM: DEMO {1 @ >

& ADOM Revisions £ Tools »

A admin

- i e

& Zone/Inte s PR

nterrace| 1YpE1L Name |  Per-device n;éppir;__c_j - FortiGate policies will reference

B Frewall 9 Interface ul ispl wanl wanl

@ Security P -

%k Fabric Con Zone z_dmz dmz - wan2 Z_dInZ

/& User & De Z;F _i — i N ,

% WAN Op E ) (dmz7—wan2)
 Dynamic Object > ¥ Virtual Wire Pair (0)

F:RTINET O Fortinet Inc. All Rights Reserved
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Normalization Interfaces
Concern: Per-Device Mapping Is Not Flexible Enough

uuuuu bd
D M — [a— N :
Require one mapping
« per device!
— — e — . — —— - — —— " —

F:=RTINET © Fortinet Inc. All Rights Reserved 15



Normalization Interfaces
Using Rules: Per-Device, Per-Platform, Default Mapping!

Policy & Objects v  Policy Packages Object Configurations s ADOM: DEMO Lock

M Save & ADOM Revisions £ Tools w
Normalized Interface ~ | Create New Normalized Interface
Normalized Interface
Mame ul_ispl
Virtual Wire Pair
Description
B Firewall Objects >
& Security Profiles > . 139? _I
. . | Q
%% Fabric Connectors Color - =~
. 3 |
A User & Device I Per-Platform Mapping m ] 8
@ CLI Only Objects b Defau Itl
Per-Platform Mapping ) _1:
4 Create New [# Edit [if Delete 4% Columpi Settings ~ Q g
O # Name Device Interface Mame Egress Shaping Profile Ingress Shaping Profile D
I O 1 all wanl l Q—
o =2 FortiGate-1500D port10 (:D
o 3 FortiGate-3000D port22 O
™
L]
[ Per-Device Mapping m ] *
=+ Create New [# Edit [i] Delete ¥& Column Settings Q
0O Name VDOM Details Type Addressing Mode IP/Netmask Shaping
a branchl root [Wlwan2 Physical DHCP 0.0.0.0/0.0.0.0
0O branch2 root [@wan2 Physical DHCP 0.0.0.0/0.0.0.0
| ok | s d 16




Normalization Interfaces
Update Import Policy

Import Device - foobar_device_001 [ root ]

Create a new policy package for import.

Policy Package Name foobar_device_001
Folder | root
Policy Selection ®Import All (2)
(O Select Policies to Import
Object Selection @ Import only policy dependent objects
O lImport all objects

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM Level interface. Note, the same
ADOM Level interface can map to different interfaces on the each device.

Device Interface Mapping Type Normalized Interface

want Per-Device [UEETGELG)

3 Add mappings for all unused device interfaces

F::ERTINET © Fortinet Inc. All Rights Reserved 17



ZTP Enhancements
New Cluster Model Device

Add Device
() Discover Device () Add Model Device (® Add Model HA Cluster
MName Name
HA Mode | Active - Passive v
Cluster Name Cluster Name
Password Password L ]
Link Device By £ Serial Number v
Serial Number Serial Number
Priority 0
Device Model | vl
== Add HA Slave

Enforce Firmware Version | g
[ Assign Policy Package v
DAssign Device Provision Profile x
Monitor Interfaces | Click here to select |
Heartbeat Interfaces | Click here to select |

e | |

4
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ZTP Enhancements

Firmware Rectification For Model FortiSwitch And FortiAP

FortiSwitch Manager -> Managed Switches -> Create New

Add Model FortiSwitch

FortiGate test-002 (root)
Device Interface B+ fortilink
Serial Number

Mame

Enforce Firmware OFF
Version

F:ERTINET

AP Manager -> Managed Aps -> Create New

Add Model FortiAP

FortiGate
Serial Number

MName

AP Profile | None -

Enforce Firmware
Version

OFF

© Fortinet Inc. All Rights Reserved
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Management Extensions — SD-WAN Orchestration
Enable Your SD-WAN Orchestration

« Login into FortiManager
» Click on Management Extensions
» Click on SD-WAN Orchestrator

* |t will free download and install the
SD-WAN Orchestrator container into
FortiManager

» After the icon color become solid,
the SD-WAN Orchestrator is ready

** Managed FortiGate need to have
SD-WAN Orchestrator Entitlement License

Wireless Manager

Orchestrator

F:=RTINET © Fortinet Inc. All Rights Reserved 20



Management Extensions — SD-WAN Orchestration

Streamline Your SD-WAN Configuration Process

¥ Monit:
L 0
m
=FoT Device Name From IP Status Palicy Package Status Serial Number Profile Name Role | Config Status ]
o
EU_HUB 10.106.13.21 O v valid FGVM01TM20000593 | Hub_Dialup Hub A Modified | 5| B i« 2 0
B Shared RRNrces
= EU_EDGE1 10.106.13.22 I v valid FGVM0O1TM1%0005%98 : Edge_dialup Edge | A Modified | S| B I« 2 0O
tra re:
a pva EU_EDGE2 10.106.13.23 LI v valid FGVMO01TM19000599 : Edge_dialup Edge | A Modified |5| (B o £ 0
Vs

* Network ~ | Device Name From IP Status Palicy Package Status Serial Number Profile Name Role | Config Status ]

D 5A Y |US_HUB 10.106.13.24 2 v valid FGVMO1TM19000600 | Hub_Dialup Hub | + Synchronized |5 “ 2 0
£} System US_EDGE1 10.106.13.25 O v valid FGVMO1TM1%000601 : Edge_dialup Edge | v Synchronized |5 o & 0
“ Health Threshold EDGE2 10.106.13.26 O v valid FGVMO1TM19000602 : Edge_dialup Edge | + Synchronized |5 i« 2 0O

© Global Routing

£Z Maintenance

Plann
Creat
Creat

Addin

iIng Your Network - Define Region / HUB /Edge
Ing Shared Resources
Ing Profiles for all roles
g Devices to FMG & SD-WAN Orchestrator

Installing Configurations
Installing Firewall Policies (in Policy Packages)
Monitoring Your SD-WAN Network

AN NN NN N




Management Extensions — SD-WAN Orchestration
Monitoring SD-WAN Devices And Network Traffic

i Dashboard

SLA
@ Devices
] Logs
el Configuration
@ Device
B profile
B8 Shared Resources
2 Intranet Address
IPv4 Address
& |Pv4 Address Group

)
** Network EU_HUB

e
£¥ System Region: EU
Serizl Number: FGVMO01TM20000593
“# Health Threshold Piatform: FortiGate-VM64
17:10.106.13.21
& Global Routing

-
£= Maintenance




Management Extensions — SD-WAN Orchestration

Monitoring SD-WAN Devices And Network Traffic

&°E  SD-WAN Orchestrator v

I3 Dashboard

i Traffic

@ SLA
@ Devices
Logs
i3 Configuration
@ Device
Profile
B8 Shared Resources
2 Intranet Address

T |pv4 Address

£F Network

o SLA

3 Systemn

“ Health Threshold
& Global Routing

= Maintenance

~

= |Pv4 Address Group

w

Quick Access v

ADOM:root [ — A admin ~

@ Overview & Link
Device Name

Tyvpe

Connect Time

From IP

Past 1 Hour

@ siA

[ Traffic

EU_HUB CPU%: Bad

[FortiGate-VM&4

Oday 20 hours 15 minutes DISK%: Bad

101061321 Memary’: Bad
622
Underlay Link: Bad

Total Traffic

Top Apps

2447 K

1953 K

1465K

bytes

977K

488K

HTTPS.BROWSER

Throughput Total Outbound

192.168.0.2

W Received W Sent

Total Traffic

HTTP.BROWSER DNS

W Received ®m Sent

e e very Good
s Very Good
e Very Good

e very Good

NTP
Received

Sent

NTP

152bytes

152bytes

Latest
CPU DISK Memory
- -
Average 2% Average 1% Average 50%
Top Destinations Total Traffic
977K
781K
. 586K
&
=
2 301K
195K
0
34.197.120.129 104.114.76.170 8888 23.1.243.74 34.208.33.228
B Recewved W Sent
Top Cloud Apps File Size

No Data Available

Throughput Total Inbound




What’s New FortiAnalyzer 6.4.0



What’s New FortiAnalyzer 6.4.0

SD-WAN Monitoring Dashboard and Reporting
FortiSOC Introduction
Fabric Logs Normalization (Fabric ADOM)

FortiAnalyzer New Licenses Introduction

F:ERTINET
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Security Driven Networking
SD-WAN Monitoring Dashboard

« Charts similar to those available in the Secure SD-WAN Report can be found as
widgets in the default SD-WAN dashboard of FortiView.

* The Monitors window in FortiView has a predefined Secure SD-WAN Monitor pane
with 8 SD-WAN widgets.

wanl ~O- wan2

0.6 ms

Mar 23 20:00
wan1:033
04 ms wan2 : 0.26
0.2 ms
Oms T T T T T T 1 T 1 T
Mar 19 12:00 Mar 20 04:00 Mar 20 20:00 Mar 21 12:00 Mar 22 04:00 Mar 22 20:00 Mar 23 12:00 Mar 24 04:00 Mar 24 20:00 Mar 25 12:00 Mar 26 04:00
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Security Driven Networking
New Secure SD-WAN Report

FiERTINET

Introduction Secure SD-WAN

As the use of business-critical, cloud-based applications and too|
organizations with multiple remote offices are switching from p
architectures. SD-WAN offers business application steering, cosf
ware-as-a-Service (SaaS) applications, as well as unified commu
its own shortcomings—especially when it comes to security with
We aggregated key findings from the Secure SD-WAN assessme|
highlights are listed below, a more detailed view of each section|

100 %

SD-WAN Availability

0
# Average Business Application

Business App: 400MB

SD-WAN Rules: 635MB

Non-Business App: 235MB

SD-WAN Report

SD-WAN Performance

Performance link monitoring measures the health of |
interfaces by sending probing signals through each lin
on latency, jitter, and packet loss. If a link is broken, th
routed through other links. When the link is working a
traffic being sent to a broken link and lost.

Overview
Link Status Quality Before and After SD-WAN Impleme

100 % 81

SD-WAN WA

sovwaN ([N NEEEEEEEEEEEEEEEEEN

por NN NENEEEEEEEEEEEEEEN

port! [N NEENEEEEEEEEEEEEEEN

T
25 40 30
AT 06 A b AT ol ey

SD-WAN Report

SLAs
Performance SLA by WAN Link (drill-down)

Multi-path technology can automatically fail over to the best avai
degrades. This automation is built into the FortiGate, which redu
improving their experience and productivity.

SLA Rules Links % Passed % Pa
Latency Threshold | Jitter|
BusinessCritical Port1 99.8 98.1
Port2 99.6 99.4
TO-HQ-MPLS | 98.7 89.5
Corporate TO-HQ-A 89.1 87.9
TO-HQ-B 99.5 883
Office_365 TO-HQ-A 89.5 79.5
TO-HQ-B 87.9 98.7
LinkA TO-HQ-A 88.3 89.1
NonBusinessCritical | Port1 99.5 99.5
Port2 97.9 97.9

SD-WAN Interface Status Change Counts

Business APP

SLA Rules

Non-Business APP

Corporate

office_365 ||

SD-WAN Report

SD-WAN Bandwidth Utilization by Application and SD-WAN Link

SD-WAN Rules:635MB

SD-WAN Report

Port1: 235MB

Business App: 400 MB

To-HQ-MPLS: 180MB

Port2: 60MB

Non-Business App; 235MB

To-HQ-A: 100MB

To-HQ-B: 70MB

Ubuntu.Updates: 40MB

Microsoft.Portal: 100MB

Google.Services: 115MB;

Skype.Portal: 70MB}

Microsoft.Outlook: 30MB

Microsoft.Updates: 60MB

WeChat: 10MB

Twitter: 40MB
Instagram: 50M B|
Facebook: 70MB

Battle.Net: 30MB

Steam: 30MB

page4of 4




FortiISOC Introduction

Security Analytics, Detection, Response

* FortiSOC (Subscription Licenses)
FortiSOC dashboards

Automation playbooks

Expanded incident analysis page

Attach reports to incidents
Add comments to incidents

- Normalized Fabric logs Security Fabric
Analytics

F:ERTINET

Advanced
Detection

Automated
Response

28



FortiISOC - Dashboards

Paybooks / Incidents / Events Dashboards

:E ADOM:Fabric-ADOM [I ® > S satishw

™ Dashboards

Top Events by Type

% Playbooks f ’
& Incidents Total Events Generated Event -

Malware

oA 9 80 Application Control
. Automation

Wireless
A Connectors

Web Filter
History
Traffic

Email Filter

2 Playbook
2 Playbook Monitor Total Events

& Event Monitor 5

€3 All Events

12 By Endpoint
Total Events
® By Threat

i System Events 6 0 8

All
FortiGate Top Events by Handler

= Handlers Default-FSA-System-Handler
= Event Handler List ~ Default FOS System Events I
Default-FSA-Malware-Handler-By-Threat |

Default-Risky-App-Detection-By-Endpoint

& Subnet List 980 High Default-Risky-App-Detection-By-Threat

T Incidents # Medium Default-FML-Threat-Detection-By-Email

Events by Severity = Low Default-Risky-Destination-Detection-By-Endpaoint

Default-Risky-Destination-Detection-By-Threat

Default-Compromised Host-Detection-IOC-By-Endpaoint

Default-Compromised Host-Detection-I0C-By-Threat

i= FortiGate Event Handlers Critical




FortiSOC — Automation Playbooks

Automation Incident Response Process

= = FortiSoC v ) T

€3 Dashboards v

— Demo Playbook- Get Process List =

& Incidents Custom build playbook to get started

B Events
<€ Automation v mn

‘A Connectors

53 Playbook Monitor INCIDENT_TRIGGER &, i GET_PROCESSES K
STARTER 4 , ATTACH_DATA_TO_INCIDENT
3 Event Monitor v Get Process list . =
Attach

&3 All Events
18 By Endpoint >
‘® By Threat >
System Events >
& Custom View >
= Handlers >
S - EVENT_TRIGGER * LOCALHOST
« INCIDENT_TRIGGER * FOS
« ON_SCHEDULE « EMS
« ON_DEMAND




Incidents Tracking and Management

Expanded Incidents Analysis Page

FortiSoC v

€3 Dashboards ~
<, Playbooks
& Incidents
B Events

€ Automation ~
** Connectors
< Playbook

& Playbook Monitor

Ef Event Monitor ~
€3 All Events
12 By Endpoint >
‘® By Threat k4
B System Events >
&5 Custom View >
i= Handlers >

ADOM:root [

® > 01

Created on: 2020-03-20T16:41:25-07:00

IPS incident created for endpoint ici i i & Edit & Refresh
- INOOOO0010 incident created forendpoint  Malicious Code  Not Assigned  Analysis el e e AR AT e T =z Refres
Affected Endpoint/User Executed Playbooks Audit History
No related user available. PLAYBOOK STATUS T, . 1 Expand All
Demo Playbook- Get Software Inventory © Success
Note Attached to
Demo Playbook- Get Process List O Success Incident
Topology W FGVMO1TM19005285 ®
L Alder Demo Playbook- Run Vuln Scan © Success By Playbook: Demo Playbook- Get
Process List >
Addresses MAC: 02:09:0f:00:09:01
IP: 10.100.91.100/32 Note Attached to
) ) ) ) A Incident
Operating System 8 Windows Microsoft Windows 8.1 Enterprise ]
Edition, 64-bit (build 2600) By Playbook: Demo Playbook- Get
Software Inventory >
SOC module enabled Note Attached to
& Vulnerabilities > Incident
®
= Processes > By Playbook: Demo Playbook- Run
) Wuln Scan >
& Software Inventory > Becuts Plnd
Report Attached to
~ Incident
InCIdent TlmE“ne By Playbook: Demo Playbook- Critical
Intrusion Incident >
From 2020-03-20 16:22:08 To 2020-03-20 16:41:12 (Total 13 Events) s e
Events Attached to
Incident
1620 16:25 16:30 16:35 16:40 16:45 ®
: ! : : : ! By Playbook: Demo Playbook- Critical
- . . . . Intrusion Incident >
New Incident Created
Comments Events Reports
By Playbook: Demo Playbook- Critical
- mDelete Intrusion Incident ~
[ ]
' Report Name | Fo Time Range Devices
]  Client Reputation-2020-03-20-16... :@F - 8 Devices 2s Incident INODOOOO10 is created.

Insert Comments

2020/03/15 - 2020/03/20

Attach Reports

Incidents Auditing

2020-03-20 16:41:24

starT @




Normalized Fabric logs
All Logs From Different Fabric Devices Are Normalized in Fabric ADOM

% Fabric

IF FortiGate

= FortiMail
FortiAnalyzer
2 Custom View
B Log Browse
Log Group

F:ERTINET

©® Last 5 Minutes v 13:19:24 To 13:24:23

Add Filter

ADOM: root

@ » 1 admin +

% CustomView H~ F~

#

232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258

13:24:13
13:24:13
13:24:13
13:24:13
13:24:13
13:24:13
13:24:13
13:24:12
13:24:12
13:24:12
13:24:12
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59
13:23:59

R

¥ Date/Time

Data Source ID

- FEVMO040000152312

FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FEVMO040000152312
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835
FGVM01TM20001835

Event Message
tme1@fortisolutionsdema.com, delay=2+04:34:58, xdelay.

FortiGuard-AntiSpam identified spam IP: 185.207.10.151, sco...
queued for FortiSandbox scan, since it contained uris http:/#45...
to=tmel@fortisolutionsdemo.com, delay=18:46:56, xdelay=0...
FortiGuard-AntiSpam identified spam URI: http:#/jx.cathaywar...

Email x3FFrKM9000423-x3FFrKMAOD0423 has been process...
to=tme1@fortisolutionsdemo.com, delay=1+10:02:57, xdelay...

FortiGuard-AntiSpam identified spam URI: http: #cathaywareh...

URL belongs to an allowed category in policy
Authentication lockout(User from 1.1.1.1 was locked out)
Social.Media: Sohu,

Switch-Controller Switch Sync Completelfsw-firenze-lab Confi...

Collaboration: Skype_Communication,

URL belongs to an allowed category in policy
Authentication timed out(User from 1.1.1.1 was timed out)
Social.Media: Sohu,

Switch-Controller Switch Sync Complete(fsw-firenze-corp Co...

FS50 logoff authentication status(FSSO-logoff event from ser...

URL belongs to an allowed category in policy
Social.Media: Sohu,

statistics
spam
virus
event
spam
statistics
virus
event
statistics
spam
webfilter
event
utm
event
traffic
traffic
utm
webfilter
event
utm
event
traffic
traffic
traffic
event
webfilter

utm

information

information
information
information
information
information
information
information
information
information

information

warning
information
information
notice
notice

information

notice
information
information
notice
notice
notice

notice

information

Source IP

209.87.240.248
209.87.240.248
209.87.240.248

209.87.240.248
209.87.240.248

209.87.240.248
209.87.240.248

1111
10.88.54.104

172.88.2.42
173.88.84.4
172.28.1.107

1111
10.88.54.104

172.88.2.42
172.88.3.189
172.28.1.107
1111

10.88.54.104

1723
1723

1723
1723

172.3
1723

A7

104.2

1023
10.23
65.55

222.

104.2

10.23

10.23
157.5

104.2

+-Data
i Data Parser Name FortiMail parser
|- Data Source ID FEVM040000152312
Data Source Name FEVMO40000152312 root
Data Source Type FortiMail
Data Timestamp
Date/Time 13:24:13
i . Time Stamp 2020-06-02 13:24:13
=} Event
| LEventiD 3013598
Event Message to=tme1@fortisolutionsdemao.com
: mailer=esmtp, pri=18%00000, rela
eferred(Reason:)
. Event Severity information
Event Sub Type smtp
Event Type event
=} Host
| 1.UEBAEndpoint ID 0
= User
| UEBA User ID 0
User Domain mail
UserID mail
=) Network
j . Net Session ID *5F96QVI016529-x5F960QVs016]
+)-Others
| Source Port 55727
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FortiAnalyzer New Licenses



FortiAnalyzer Licenses
New Licenses introduced in Q2/2020

FAZ-VM
New Licenses (Q2/2020) FAZ Appliance FAZ-Cloud

No support now.
Coming in Q3

Yes, a la carte and bundle Included in FAZ-VM

option available subscription license Not supported

SOC subscription Service

Yes, VM-S, 24X7
FortiCare Contract,|OC

FAZ-VM Subscription & SOC service are

included.
Perpetual license. Subscrition license. NO SUDDOIE NOW
ADOM License Only apply to new platforms  Available to increase the PP '

introduced in Q2/20 or later ~ ADOM limit. Coming in Q3
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FortiAnalyzer SOC Subscription Service
FortiSOC Subscription Service

- - ADOM: root (OB AV § ("e‘ admin v
[ ) F O rt I S O ‘ I r I al M O d e " SOC automation is running in a limited capacity of up to 5 playbooks per day.
" An SOC subscription is required to run at full capacity.

£ Toggle Widgets v

« Enable customers to easily try out 2= mreepere Y r— -
E 3

~
@ All ADOMs o
SOC automation feature before T Gl e ™
& Net Serial Number FAZ-VMTM19009501 & FortiCloud + Registered
p u rC h aS I n g th e I I Ce n S e 2 HA Platform Type FAZVM64 8 FortiGuard Indicators of Licensed (Expires 2020-11-11)
2 Admin v HA Status Standalone Compromise Service
‘ . , . Adinistrators System Time Fri May 08 14:36:55 2020 PDT 7 Server Location i Servers located in US only s
b I h e I rl a | b a n n e r & th e I I Ce n S e Profile Firmware Version v6.4.0-build2039 200504 (Interim) & © Security Operations  SOC Service No License
= d Remote Authentication Server System Configuration Last Backup : Fri May 8 11:54:18 2020 2 2 & Logging Devices/VDOMs 43 of 10,000
War n I n g are I I l Ove Admin Settings Current Administrators admin /1 in total = GB/Day 0.1 of Unlimited 32
VM Storage 51.70 GB of Unlimited
SAML 550 Up Time 2 hours 50 minutes 39 seconds s
5 O Storage Connector  Cloud No License -

. it - . B Certificates Administrative Domain [ on | Service
Try-it-out limits to 5 playbook — -

eXe C u ti O n S p e r d ay CA Certificates Q Update Server AntiVirus and IPS 65.210.95.231 (W4 Ashburn, Virginia, United
States)
CRL System Resources & O%X
Remote Certificates » FortiClient Update 96.45.33.105 (W4 Sunnyvale, California, United
+ Log Forwarding States)

[ Fetcher Management 6% 34% 45% Unit Operation

B Event Log

Q
x

(2 Task Monitor

" Average CPU Usage Memory Usage Disk Usage
B> Advanced {Muiti-Core Detaiis]

FORTINET

SNMP

. FortiAnalyzer-VM64
Mail Server Log Receive Monitor - Last 1 Hour Box

Syslog Server Average Rate ( 17.233 Logs/Sec) C Restart

Adata Ciald, LLE I
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FortiISOC Trial Mode
Trial Mode Can Be Disable from CLI

CLI Console

Connected
FAZVM64 # config system global

{global) # set disable-module soc

(glocbal)$# end
DISABLE SOC module
Do you want to continue? (y/n)y

FAZVME4 # []

Device Manager

FortiSoC

F:ERTINET




FortiAnalyzer VM Licenses — Perpetual & Subscription
Simplify VM licensing to make it easier to order and renew

Simplify licensing SKUs

Everything included
« VM
« 24x7 FortiCare support
* 10C service
 New SOC service

3 Tiers Stackable
« 5GB, 50GB and 500GB

Fully stackable
 No base license need
« ADOMs, GB/day

F:ERTINET

FAZ-VM
Perpetual

GB/day License
(Perpetual)

Not includes FortiCare/lOC
No SOC service

7 Tiers (partially Stackable)

Tiered ADOM Limit
No ADOM license support
Prepaid/BYOL

FAZ 5.0 or later

No upgrade to FAZ-VM
Subscription

FAZ-VM
Subscription

GB/day License
(Annual Subscription)

Includes FortiCare/IOC
Includes SOC service
3 Tiers (Stackable)

5 Free ADOMs
ADOM license support
Prepaid/BYOL

FAZ 6.4.1 or later

No upgrade from Perpetual

© Fortinet Inc. All Rights Reserved
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ADOM License

A new license for using ADOM on FortiAnalyzer and FortiManager

* 5 free ADOMs by default

« Customer will be charged a flat fee per ADOM for extra ADOMSs they add

 This is only for the new NPI hardware models and FAZ/FMG S-Series
(subscription based). No change for existing models.

F:ERTINET Fortinet Inc. All Rights Reserved
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FortiAnalyzer CLOUD Licenses

Update
EAZ Cloud Base Base subscription for Cloud-.based Events and Security Log
Management plus IOC Service
FAZ Cloud-ADVANCED**

Available in mid Q3 — Q4 time frame
FortiAnalyzer Cloud Premium Include all logs + FortiCare + IOC + SOC service

Support for FGT 1U in initial roll-out

FortiCloud Premium Subscription** Any customers choosing FortiManager or FortiAnalyzer Cloud will
P need FortiCloud Premium Subscription.

** Will be Removed from Pricelist
*** FortiCloud Premium is per FortiCare Account

F:ERTINET



FortiAnalyzer-VM / FortiManager-VM Free Trial
Prompt admin To Login & Register With FortiCloud

* Register VM license or get a trial VM license FortiAnalyzer-VM64
« If a VM license is not associated with your FortiCloud | -
account, you can get a free trial license for up to . the lcense,lese uplond  row. 1o want v evute s
three devices/VDOM and 5GB/day logs.
Trial licenses do not expire. | B
» FortiCloud account required B |
« FAZ-VM / FMG-VM ONLY with ONE trial license per account |
« 5GB/Day logs with 3 devices: — |
» FortiCare contract not included
* No support for VI\/I-SubSCI‘iptiOI’] S
* Not available for accounts with existing FAZ-VM / FMG-VM

license
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FortiAnalyzer-VM Free Trial

Free Trial License Status

="= System Settings

=11
€2 Dashboard

& Logging Topology
@ All ADOMs

C Storage Info

<» Network

& HA

2 Admin v

Administrators

&5 Toggle Widgets v

System Information
Host Name
Serial Number
Platform Type
HA Status

System Time

FAZVMé64
FAZ-VMTM20008325
FAZVM64

Standalone

Tue Jul 21 05:09:21 2020 PDT

License Information
EB VM License
& FortiCloud

FortiGuard

Type
) Registered
Indicators of

Compromise

Service Server

Trial License 2
kmyang@fortinet.com

No License w

iE5 Servers located in US only ¢

Location
Profile Firmware Version  vé.4.1-build2072 200615 (GA)
Remote Authentication Server System Last Backup : N/A = @ Security SOC Service No License -
. . Operations
Admin Settings Configuration P
[# Loggin Devices/VDOMs 0 of 3 (0.0%)
SAML SSO Current admin /1 in total geine
. GB/Da 0.0 of 5 (0.0%)
EB Certificates v Administrators Y
. VM Storage Unlimited =
Local Certificates Up Time 2 minutes 54 seconds
. & Storage Cloud No License -
CA Certificates Administrative OFF . .
onnector
CRL Domain .
) Service
Remote Certificates Operation Mode Collector
. . Q Update AntiVirus and 96.45.33.88 (& Sunnyvale,
«" Log Forwarding
F:RTINET O Fortinet Inc. All Rights Reserved




What’s New FortiISIEM 5.3.0



What’s New FortiISIEM 5.3.0

 Architecture Update - Agents Architecture and Features Recap
« Users Experience Optimization - Analytics & Forensics Enhancements

« Streamline Incident Response Process - Incidents & Cases Management

F:ERTINET
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Agents Architecture and
Features



Legacy Agent Architecture (Pre 5.2.1)

WORKER

F:ERTINET

) Health Info

- to Super

COLLECTORI

A

Health Info

Tips g‘)

To offload event processing
from Agents use a collector.
Collectors typically forward
to Super/Workers.

7

A

Log Data

Collectors can be in remote

location but agent must still
be able to communicate

with WAM.

Tips J‘)

7

to Super
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Current Agent Architecture

« All Agent Communication is over HTTPS (TCP 443)

Tips g‘)

Agents MUST forward logs
to a Collector.

Collectors typically forward
to Super/Worker.

7

Tips J‘)

Collectors can be in remote
location but agent must still
be able to communicate
with Super.

7

Health Info
; E Log Data
WORKER COLLECTOR] ) to Super

F:ERTINET
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FortiISIEM Agent Feature Summary

Advanced Log Collection Features

T —

Agentless Discovery

Performance Monitoring

Log Collection
FortiSIEM Agent Secure Log Collection (TLS)
Key Features File Integrity Monitoring (FIM)

Custom Log File Monitoring

REREREN

Central Management
DNS, DHCP, IIS logs

Installed Software Detection

CRACAKARKLCKRKKKA

Registry Change Monitoring
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Analytics & Forensics
Enhancements



More Visualizations Charts
More Charts For Dashboard & Reports

=5 Mew Widgets

£ Firewall x i

+| T

Top Source IP By Count

COUNT{Matched Events)

172.16.0.4

189412

F:ERTINET

@ DASHBOARD

™

Choropleth - Firewall Deny: Top Blocked Destinations By Connection Count

calex
Last 8 hours@12:48

Country/Region:
Count:
Total Value:

saliex

Map daza £2019 Gocgle, INEGI | Terms of Use
Last & hours@12:48

Firewall Deny: Top Blocked Internal Sources, Ports By Connectien Count

192.168.200.12

192.186.88.16

192.188.89.2

Joowane _—

——

Sunburst - Firewall Deny: Top Blocked Inbound Connections By Count

COUNT{Matched Events)

184.24.171.169, 15485,50.145.66. 114

184.24.171.169,64317,50.145.66. 144-2—' ‘.-

134.26.82.19,12353,50.115.66. 144-21*5.
184.26.82.19,46962,50.115.66.1 14:3 1

134.26.82.19,46256,50.115.66.114:

caliex
Last 8 hours@12:46

53 [DOMAIN)

25 (sMTP)

ﬁnu 24.171.169,62993,50.415.66.114:28

L —128.241.216.163,50684,50.415.66.114:28

" 183.60.48. 149, 15068,50.115.66.1 14242

Permitted SRC to DST - DH

5

T,

T ¢
e
k)

172.96.10, 15

-~
=

Layout: 1 Column~ | & &

caliex

Last 8 hours@12:48

128.241.216.163,25762,50.115.66.114:32

86.470.56. 126,80 (HTTF),50.115.66.114:38

caliex
Last 8 hours@12:47

§
=
&

=
=)
-

ol
A2

Wide range of data
°| visualizations, including:

Bar and line chart
*Table

*GEO map
«Sankey and chord
*Choropleth
«Starburst
*Bubble
*Donut

Heat map

... and more!
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Analytics — Click Reduction

Users Experience Optimizations

Filter Operator as an Option

} =~ | QRun Chart | Event Name Raw Evegt Log
Group By and Display Fields Load | Save | Clear All . Disk Utilization stats for a device F [PH DEV MON™SYS DISK_UTIL]: [eventSev
i i T . Y Add to Filter » _ |

Attribute Order Display As Row Move Network Interface utilization stats for a device ev

ive Ti a Add to Tab... 1=
Event Receive Time DESC + © e ® © Network Interface utilization stats for a device + P eV

Reporting IP v [+ I ) © O
Network Interface utilization stats for a device [PH_DEV_MON_NET_II ev
Event Type B o @ © O

Network Interface utilization stats for a device [PH_DEV_MON_NET ev

[Type in attribute... ‘ s (I © O <=
Network Interface utilization stats for a device [PH_DEV_MON A ev

sk COUNT( Matched Events ) >=

- Apply & Run Apply Cancel | -
& Expression Builder \ Network Interface utilization stats for a device [PH_DEV N_NET_II |y ev
P
. Network Interface utilization stats for a device V_MON_NET_Il NOT IN ev
Network Interface utilization stats for a device H_DEV_MON_NET_Il CONTAIN ev
C t . h t t Network Interface utilization stats for a device [PH_DEV_MON_NET_II P ev
© Event Attribute
Paren —Attribute Operator Paren Next Row
(+] (-] Event Type I= ¥ PH_DEV_MON_SYS_DISK_UTIL [+] @ AND (+)
CMDB Attribute
Fortinet Inc. All Rights Reserved 50
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Analytics — Run CMDB Reports in Analytics

@ DASHBOARD laa ANALYTICS A INCIDENTS & CASES S CMDB s RESOURCES .
o rcton = [t 4| % Cseach || x (0 Rawsesager || % (05earcn | % [51semen | % 161 kaw nesuages | B Create Under Analytics as well
o~ [rocemor Reme 5 v o = | ann as under CMDB

Event Keyword

Process
1 © CMDB Attribute
Chassis
Target: DEVICE v
Unknow
Paren Attribute Operator Value Paren Next Row
Unknow
Processor Name IS NOT ¥ null AND B
Intel e ° © = © © @ DASHBOARD l&a ANALYTICS A INCIDENTS
Unknow @ Action v | § X [1] Raw Messages X [2] Search X [3] Raw Messages X [4] Search X [5]R:
Apply & Run Apply Cancel
Chassis —
&~ ‘ Process Name IS NOT Null = Q, Run
Saved Results Q M < 11 57 » M
Shortcuts
Name

»_Reports

Execute Save Report from [

Server Inventory

Analytics as well as under CMDB

Network Windows Installed Patches

T Server Hardware: Memory and Storage

Windows Installed Software
Virtualization
Windows Installed Software Distribution

Beaconin
g Windows Auto Running Services

FortiCare 360 Windows Auto Stopped Services
Ungrouped Windows Manual Running Services

Windows Manual Stonned Services

RTINET Fortinet All Rights Reserved 51




Analytics — Display Conditions

Limit The Search Results — Similar To SQL HAVING Command.

Display Conditions

Paren Attribute Operator Value Paren Next Row
[+ -] COUNT( Matched Events ) ¢| >= # /5 + -] AND N -+ A - ]
Apply & Run Apply Cancel
@ Action » | [1]Search
& ~ || Edit Filters and Tim =~ Q Run Chart for COUNT(Matched Events) = - -

Search - Last 10 Minutes

15m 1h 1d 7d 304 3IF

ot T
Maw 270, 2020 14:29 103 a3 1432 1433

O show Event Type

1436 1437

K < 13/13 56 > M

Event Type
SUM(Sent Bytes)

COUNT(Matched Events)

Display Conditions

© © 0 ©
0 0 0 O

a»

—
Group By and Display Fields Load Save Clear All
Attribute Order Display As Row Move

Reporting IP B Q

© 66 6 ©

(]
(]
()

F:ERTINET

Reporting IP Event Name: COUNT(Matched Events)
D 192.168.10.2 TCP/UDP IPv4 connections created by a process 5
D 192.168.19.1 System uptime for a device 5
O 192.168.19.65 IPsec/WebVPH AAA user authentication successful 5
[m] 192.168.19.65 IPsec/WebVPN AAA local user authentication success 5
D 192.168.19.65 Appliance admin user authentication succeeded 5
D 192.168.19.65 Free system memory stats for a device 5
D 192.168.19.65 System uptime for a device 5
D 192.168.20.100 System uptime for a device 5
[m] 192.168.26.7 Ping Statistics 5
[m] 192.168.26.7 System uptime for a device 5

Paren Attribute Operator Value Paren Next Row
-+ - SUM(Sent Bytes) 4 s= 4 500 [+ I - AND + © @
[+ -] COUNT( Matched Events ) 4 > $ (3 [+ - AND ¢ O @
Apply & Run Apply Cancel

Event Name SUM(sentBytes) COUNT(Matcheld Events)
Permitted traffic flow ended 442.02 KB 4
Permitted traffic flow started 4.3 KB 1"

© Fortinet Inc. All Rights Reserved
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Analytics — Nested Searches

Nested search addresses a

Event Type = win-security-4722 AND Target User NOT IN Target User: Password Changes Le

range of analytical questions Filter
SUCh aS. Event Keyword
« Show me all users with password a © Event Attribute
change within the last 2 days and no Paren Attribute
subsequent logins. © © EventType
» Users with 20 failed logins and a ©| © Torgetuser

Successful login.

« All devices that have not reported
events within the last hour.

CMDB Attribute
Time Range

| Real Time © Relative Last

Absolute

Realtime correlation engine can  yesed Time Range

detect similar activity, but o Remtive Last | 2 [Homs :

Nested searching supports
gueries on historical data.

Absolute

F:ERTINET

1

Operator

NOT IN

Hour %

ar

Value

win-security-4722

Target User: Password ChangesLa: @ | @ AND

N

®
4
iii
4

Q Run

Load

Save

Paren Next

(+] (-] AND

Nested Query

Apply & Run

Apply

Clear All

Row

A +)
i ©

53

Cancel




Analytics — Search Archive Without Restoration First

Query online or offline events
data without restoration first.

* Reduces time to query archive.

* Reduces requirement for larger
online event storage.

* Improves search experience.

F:ERTINET

Filter

© Event Keyword
' Event Attribute

) CMDB Attribute

Time Range

Real Time © Relative Last 10
) Absolute
Event Source © Online ) Archive

Minutes %

54



Events Archive — Archive Destination Setting From GUI

@ DASHBOARD laa ANALYTICS A [NCIDENTS & CASES S CMDB L RESOURCES 7= TASKS

Archiving events allows for

. Storage > Archive v Collector Credentials Discovery Pull Events Monitor Performance STM  Mair
scalable and cost effective storage
& Device Su t
Of event Da.ta. evice Suppor ONFs
2 Health Mount Point:
© HDFS

Spark Master Node:

Expanded Archive Destination
* FortiSIEM event DB to NFS | |
* FortiSIEM ES to NFS

+ FOrtiSIEM ES to HDFS with SPARK | ‘

x Settings IP/Host:

Port:

Archive Support

Online Archive
NFS NFS
ElasticSearch NFS 3%
ElasticSearch HDFS

F::RTINET Fortinet Inc. Al Rights Reservec 55



Incidents & Cases
Management



Incident Views — Summary Dashboard
At-A-Glance View Of Triggered Incidents

@ DASHBOARD M ANALYTICS M INCIDENTS B CASES S CMDB il RESOURCES ASK o ADMIN

¥ Action = Eoverview = ELst & Risk |l Explorer 21 minute = =celect Rows v | "D Time Range: Last 2 Hours v

Incident by Category PO

Security Performance Availability Change

High High High

Incidents by [ . . : _ : -
Category

Top Incidents

Policy: Customer Defined Policy Violation High Severity Inbound Permitted IPS Exploit Policy: File Backed Up to Cloud Policy: Uploads of sensitive data to non-EEA _ Manual Service Started

192.168.22.10
82.200.196.142

8 14.102.50.227 7 5 4
1 187.32.97.241

Top InCIdentS / 124.107.135.126

213.41.120.34 -

by Type .

Top Impacted Hosts - By Severity / Risk Score

THREATSOCDC 192.168.22.10 WIN2K3 192.168.22.16
Ml Windows Server 2008 33

. Orolicy: File Backed Up to Cloud OpManual Service Started OHigh Severity Inbound Permitted Il @scrver Disk Space Critical OVNC from Internet
I O p I n Cld e ntS OPollcy Monitor Command Line Usz Sudden Increase in Server Proce Opalware found by firewall but not Opultiple Logon Failures: Domain
o =tlstomer Defined Policy Vi 12 Sudden Increase in System Mem 9 4 3

by H OSt OPolicy: Uploads of sensitive data t Domain Controller User/Group |

Windows Groups Changed

Windows User Created =
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Incident Views — List by Time (Incident Column Freeze)

@ DASHBOAR

Viewable when scrolled off screen

@ Action BB Overview i= List by Time +

Reporting
IS ASC All Incidents @ DASHBOARD & ANALYTICS ~ M INCIDENTS & CASES S CMDB  Lu RES
L 4 Severify . : - ) — — ; ” . P e
= DESC Categdry lnEidan: THle £ Action BB Overvie i= List by Time 2 Risk | L4 Explorer = g Attacks | £ 1 minute Q Search

All Incidents
4 Remove Sort
WHN2008-ADS Windows user t

Last Occurred vIncident Source
A Freeze to Left
cLc

WIN2008-ADS Mar 27 2020, 03:01:00 PM Windows User Password Chang...
threatsocdc.threatsoc.c... Windows user t

(G TET o Tl [ VT o T e f t socdc . threatsoc....  Mar 27 2020, 03:09:00 PM Windows User Password Chang...

threatsocdc.thrgatsoc.c...

threatsocdc.threatsoc.c... Windows user ¢

threatsocdc.threatsoc.c... eatsocdc.threatso...  Mar 27 2020, 03:09:00 PM Windows User Password Chang...

F reeze a COI u I I I n threatsocdc.threatsoc.c... Windows user f threatsocdc.threatsoc.c... ocdc.threatsoc.co... Mar 27 2020, 03:01:00 PM Windows User Password Chang...

WIN2008-ADS Mar 27 2020, 03:01:00 PM Windows User Password Chang...
WIN2008-ADS ¥ Windows user n
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Incident Views — List by Time (Incident Title)

@ DASHBOARD I ANALYTICS A INCIDENTS CASES = CMDB Ll RESOURCES = TASKS 2 ADMIN
£ Action BB Overview = List by Time = 122 Risk L Explorer iha Attacks £ 1 minute = Q, Search « 15m 1h 1d 7d 30d
All Incidents K < 1/9 173 » M
Ity ) . i
Category «Reporting Incident Source Target Detail Last Occurre|
FG240D3913800441 ¥ Successful VPN Logon From Outside My Country BN 85.243.247.32 ¥ User: eve.dropper A Mar 27 2020,

@ DASHBOARD laa ANALYTICS A INCIDENTS & CASES S CMDB L RESOURCES Y= TASKS &3 ADMIN

Q, Search ~

D
4

@ Action ~ | Boweniew | =litbyTime - | \ore Descriptive Titles

All Incidents

Severity

Category aReporting Incident Title Detail Last Occurred

Component Event Type: FortiGate-ips-signat...
FG240D3913800441 High Severity Inbound Permitted IPS Exploit Forti\ate-ips-signature-15995 from 114.36.65...  Signature Id: 15995 Mar 27 2020, 04:10
Triggered Event Count: 6

FG240D3913800441 Excessive End User Mail from 192.168.88.16 Triggered Event Count: 43 Mar 27 2020, 04:24
FG240D3913800441 ¥  Successful VPN login from eve.dropper at IP 85.243.247.32 from outside my country Mar 27 2020, 04:21
FG240D3913800441 9 login failures for user from 112.163.191.79 on network device FG240D3913800441 Triggered Event Count: 9 Mar 27 2020, 04:22
FG240D3913800441 VNC from Internet 185.56.80.120 to 192.168.22.16 Mar 27 2020, 04:12
FG240D3913800441 Excessive End User DNS Queries from 192.168.22.11 Triggered Event Count: 541 Mar 27 2020, 04:22

Component Event Type: FortiGate-ips-signat...
:ATINET FG240D3913800441 High Severity Inbound Permitted IPS Exploit FortiGate-ips-signature-15995 from 187.32.97...  Signature Id: 15995 Mar 27 2020, 04:18
Triggered Event Count: 6



Incident Views — List by Device

@ DASHBOARD l4a ANALYTICS A INCIDENTS

iew i= List by Time « 2 Risk ! Explorer o5s Attacks 1

by Time

by Device

Grouped By Device and Count

by Incident 1t St

&8 DASHBOARD Lt AN

= TASKS & ADMIN

£ Action ~ EB Overview | = List by Device 2 Risk | L Explorer | gk Attacks < 1 minute = Q Sexch =

Ton lmpa®ed Devices
u T

WIN2008-ADS (33) threatsocdc.threatsoc.com ) 192.168.22.10 (& BOB-PC (a) 42.83.201.2 2900xl.threatsoc.com
FG240D3913800441 (4 FGT_Edge (4 10.10.50.13 192.168.1.124 ) 192.168.18.2 (3) 192.168.22.16 (3
85.243.247.32 (3) AD (3 SJ-Main-Cat6500 (3) WIN2K8 (1) ibmaix (3) intranet.fortilabs.org
Incidents for WIN2008-ADS M < 1/2 33 » M
Severity X . X
Category «Reporting Incident Source Target Last Occurred Incident Status
WINZ008-ADS
WIN2008-ADS ¥ Windows User Created User: mike.long ¥ Mar 27 2020, 04:01:00 PM Active
Target User: testuser
Domain: ACCELOPS
WINZ008-ADS
WIN2008-ADS Windows User Password Changed e ladministrater Mar 27 2020, 04:01:00 PM Active
Target User: mike.long
Domain: ACCELOPS
WINZ008-ADS
WINZ008-ADS Windows User Password Changed oL LR Mar 27 2020, 04:01:00 PM Active
Target User: testuser
Domain: ACCELOPS
WINZ008-ADS
WIN2008-ADS Windows User Account Properties Changed et ladministrater Mar 27 2020, 04:01:00 PM Active

Target User: mike.long

HTInET Domain: ACCELOPS

Details Events Rule DAutoexpand AV




Incident Views — List by Incident

@ DASHBOARD l4a ANALYTICS A INCIDENTS

il Explorer | &8s Attacks | £ 1

iew || i=List by Time « 22 Risk

by Time

by Device Grouped By Incident and Count

by Incident jit St

DASHBOARD laa ANALYTICS A INCIDENTS = CASES S CMDB L RESOURCES 7= TASKS Q3 ADMIN

£ Action ~ EB Overview i= List by Incident = I Risk L Explorer o5 Attacks £ 1 minute = Q, S

Top Impactiyd Incidents Q 17/47)
Windows Groups Changed (13 No logs from a device (17 Windows User Added to Grou... (12 Successful VPN Logon from o... (10 High Severity Inbound Permitt... Multiple Logeon Failures: Server (7)
Windows User Created IPS detected network scan fro... (6 Multiple Logon Failures: Net D... (& Windows User Account Proper... ) Windows User Password Chang... (5 Windows User Account Enabled (5)
User added to Remote Deskto.. (4) User added to Administrator ... 1) Sudden User Location Change (4) Excessive End User DNS Queries (4 Windows PowerShell Opening ... (4 Manual Service started
Incidents for Windows User Added to Groups M < 11 12 > N
Severity ) . .
Category =Reporting Incident Source Target Last Occurred Incident Status
WIN2008-ADS

User: mike.long

Target User: cn=testuser
CN=User: CN=Users

DC=accelop: DC=accelops

DC=ne: DC=net

Target User Group: Administrators
Domain: ACCELOPS

WIN2008-ADS ¥ Windows User Added to Groups w  Mar 27 2020, 05:01:00 PM Active

WIN2008-ADS
User: mike.long
Target User: cn=testuser
WINZ008-ADS Windows User Added to Groups EN=User: Ch=Users Mar 27 2020, 05:01:00 PM Active
DC=accelop: DC=accelops
DC=ne: DC=net
Target User Group: Domain Admins
Domain: ACCELOPS

WIN2008-ADS

Details Events Rule [ Auto expand AV




Incident Views — Risk Dashboard
User And Entity Risk View

& INCIDENTS

Summary Bar

ELis

pverview

Risk Score

ASHEOARD s ANALYTICS £ cMDB ll RESOURCES

EETASKS  #f ADMIN

Entities by Risk

73

Devices Users

Ll Explorer

Current Risk 1 day Trend

< FG240D18 M ~ I :
Risk Score Trend
40
o 12::: '4:00 'EIUU 13‘:: ZU::: ZZ‘UU
Incident Timeline
Sep 11, 2019. 11:03 AM (Active) created severity Incident Multiple Logo

11:01 AM

10:53 AM

10:46 AM

Device Risk Timeline

Copyright @ 2019 Fortinet, Inc. All rights reserved.

11:03 AM with parameters incidentCount:7 Triggering Events

(Active) created low severity Incident Multiple Logon Faili
2019 11:01 AM with parameters incidentCount:68 Triggering Events

(Active)
AM with par

created severity Incident Multiple Logo
ers incidentCount:9 Triggering Events

created severity Incident Multiple Logon Fa
with parameters incidentCount:9 Triggering Events

19 hours earlier....

Organization: Super User: j

20 6

High Risk Low Risk

Incidents in L

Multiple Admin Login Failures: Net Device

Brute Force Host Login Success

C' Clear Incident

Sudden Decrease in Reported Events From A Host

Device Risk

Score

o1 Day ~

Sudden Increase In Firewall Connections

Multiple Logon Failures: VPN

© Create Event Dropping Rule 0200
& Create Ticket

% Disable Rule

T T T T
04:00 0g:00 03:00 10:00

during Aug 22, 2019 11:00 PM - Sep 11, 2019

times on
s tr—r—
[# Edit Rule C
@ Edit Rule Exception
* Export Incident nes on
= Notify via Email
¥ Remediate Incident on

@ Resclve Incident
LIiRun External Integration...

€ Show in Incident List View

Click to

during Aug 22, 2019 11:01 PM -

Action

during Aug 22, 2019 11:22 PM - Sep 11, 2019 10:53

during Aug 22, 2019 11:15 PM - Sep 11, 2019 10:46 AM

-

Powered by AccelOps, A Fortinet Company 5.2.5 (1727)

RTINET
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Incident Views — Explorer
Instinct Exploring Incidents

@ DASHBOARD lasa ANALYTICS A INCIDENTS W CASES = CMDB Ll RESOURCES = TASKS 02 ADMIN

£ Action = BB Overview i=List - 2 Risk %2 Attacks £ 1 minute » Category: 4 Selected = Status: Active = *D Time Range: Last 2 Hours =
Incident Trend by Severity

Search Groups

Ex
[ 1] 2 |
[ 1] [ 3 ] 1 f 2|
2 | ENFNENE] B EECE [ 1|
Mar 27th, 2020 19:00 19:30 / 20:00 20:30
Incident Q (47/47) Host Q (19/19) IP Q (71/71) User Q (21/21)
Windows Groups Changed 18 [Empty] 68 [Empty] 71 [Empty] 82
No logs from a device 17 win2008-ads 33 192.168.22.10 8 administrator 34
Windows User Added to Groups 12 threatsocdc.threatsoc.com 28 42.83.201.2 7 francis.underwood 20
Successful VPN Logon from outside my co... 10 bob-pc 8 10.10.100.1 4 mike.long 19
High Severity Inbound Permitted IPS Exploit 9 fg240d3913800441 4 192.168.0.10 4 users 10
Multiple Logon Failures: Server 7 2900xl.threatsoc.com 4 192.168.3.1 4 don.freeman 8
Related Incidents N < 179 167 ¥ N
Severity . . . .
Category ~Last Occurred Incident Subcategory Source Target Detail Incident Status Resolution
Mar 27 2020, 08:44:30 PM Excessive End User DNS Queries Command and Control 172.16.0.1 Triggered Event Count...  Active Open
Mar 27 2020, 08:44:30 PM Excessive Denied DNS Queries Command and Control 192.168.200.12 Triggered Event Count...  Active Open
Mar 27 2020, 08:44:30 PM System Archive Directory Unavailable ~ FortiSIEM Active Open
Mar 27 2020, 08:44:30 PM Excessive End User DNS Queries Command and Control 192.168.18.2 Triggered Event Count...  Active Open
Mar 27 2020, 08:44:30 PM Excessive End User Mail Exfiltration 192.168.88.16 Triggered Event Count...  Active Open
Mar 27 2020, 08:44:30 PM Heavy ICMP Ping sweep Discovery 172.16.22.137 Triggered Event Count...  Active Open

Mar 27 2020, 08:44:00 PM Excessive End User Mail To Unauthori... Exfiltration 192.168.88.16 Active Open



Incident Views — Attacks
MITRE ATT&CK Stages Are Mapped To The Rule Subcategory.

& DASHBOARD lda ANALYTICS A INCIDENTS E CASES S CMDB s RESOURCES 7= TASKS e ADMIN
£ Action - B Overview i=List - 12 Risk Ll Explorer &t Attacks 241 minute » Status: Active v D Time Range: Last 1 Day ~ ®~
Subcategory: All v Q Search devices... K < 17 133 > M
. . . Privilege Defense Credential X Lateral Command i
Device Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection and Control Exfiltration Impact
ro—TrToTTo ~
10.1.206.150

[Empty] o

FAP320C-default

HOST-1.1.1.1 o o o @

10.1.206.192
FGTH1E o
10.1.213.141
V]
L4 >
Command and Control Incidents for HOST-1.1.1.1: @ M < 171 3 > M
Severity
Category wlLast Occurred Incident Subcategory Source Target Detail Inc'idelv Status Resolution
Jul 20 2020, 06:55:00 PM Dynamically generated host name: m...  Command and Control &l 1.1.1.1 WWW. XYZ.com Domain Name Entrop... Active Open A
Jul 20 2020, 06:55:00 PM Dynamically generated host name: m...  Command and Control &8 1.1.1.1 www.abcd.com Domain Name Entrop... Active Open
W
Copyright ® 2020 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelOps, A Fortinet Company 5.3.2 (1672)

=RTINET Fortinet Inc. All Rights Reserved 64



Incident Visualization — Anomalous User Login Behavior
Anomalous User Login Behavior

YTICS A INCIDENTS S 3 URCES g ASK! X3 ADMIN
£ Action ~ BB Overview i=List - 122 Risk Lt Explorer % Attacks & Disable ~ Q, Search ~ 15m 1h 1d 7d 30d
All Incidents K < 1" 5 » M
Severity ) . .
Category Reporting Incident Source Target w=Last Occurred Incident Status

User: operator

BOB-PC ¥ Mar 30 2020, 12:07:00 PM Active

fsm-va.fortipoc.test |[® Sudden User Login Pattern Change -

User: don.freeman

B iCibelHouston Destination City: London
fsm-va.fortipoc.test Sudden User Location Change Source State: Texas v Mar 30 2020, 12:01:00 PM Active

Source Country: United States SERALL IR S I ST
¥: Destination Country: United Kingdom

User: don.freeman

ity: L
Sourcelcitycllonden Destination City: Houston

HIGH fsm-va.fortipoc.test Sudden User Location Change Source State: England A Mar 30 2020, 12:01:00 PM Active

Source Country: United Kingdom S U

¥ 2 Destination Country: United States
H fi
Source City: Houston ESEI. d(:n, rz.etma:
estination City: Faris
HIGH fsm-va.fortipoc. test Sudden User Location Change Source State: Texas X 4 Mar 30 2020, 11:01:00 AM Active
. Destination State: Ile-de-France
Source Country: United States . .
Destination Country:
Compare Login Probability Distribution x

User: don.freeman
Destination City: Houl

Source City: Paris
s . P — Corddmm Hrme | mmmbine P [ r— Combms Hln An Ermmmn

Details Events Rule Subpattern: Change = [0 Auto expand  [] Wrap Raw Events [ Show Event Type [ Show Raw Event Only L4t Compare Distribution)

Event Receive Time Event Name Computer User Destinagi@n Host Name  Raw
254

Mar 30 2020, 12:06:02 PM Change in user login distribution pattern operator * <158

Login Probability

Incidents triggered by g
Machine Learning have to
be quickly understood

65
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Incident Noise Reduction — Risk Score Filter

Entities by Risk
Devices Users High Risk Low Risk
2 Action BB Overview | i=List » k2 Risk | LM Explorer | g Attacks | &5 minutes @®1Day~
Entity Current Risk 1 day Trend Incidents in Last 1 day
Large Outbound Transfer To Outside My Country  Large Outbound Transfer
i I w
< intranet b 69 el High Severity Inbound Permitted IPS Exploit  Excessively Slow SQL Server DB Query
Risk Score Trend
100
sc \_
o
5 &
]
¥ @
&
20
o 18:00 2000 2200 Mar Jmlh,zl)!l] 0200 o400 06:00 0800 10:00 12:00 1400 1800 !
Incident Timeline H ¢ 11] 12 > MW
Mar 30, 2020. 05:09 gM (Active) created severity Incident Large Outbound Transfer 51 times on during Mar 27, 2020 02:42 PM - Mar 30,
2020 05:09 PM with parameters sentBytes64:8444457 Triggering Events
(Active) created severity Incident Large Outbound Transfer To Outside My Country 54 times on during Mar 27,
2020 02:42 PM - Mar 30, 2020 05:09 PM with parameters sentBytes64:8444457 Triggering Events \

F:ERTINET

Some Rules in particular
environments need to
trigger, but not contribute to
the Risk score

Edit Risk Filter

Include

© Exclude

Groups: Rules:
PR e <

Large Outbound Transfer

Large Outbound Transfer To Outside My Country

Selections:
] Large Outbound Transfer

Large Outbound Transfer To Outside My Country

»

T OTUTTe T ImCT T TgrmsS ieservew
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Incident Noise Reduction — IPS False Positive Check

@ DASHBOARD laa ANALYTICS A INCIDENTS & CASES = CMDB sl RESOURCES

€2 Action = BB Overview i= List by Time « I+ Risk Ll Explorer ia Attacks £ 1 minute = Q, Search

FortiSIEM can check if the IPS target is
vulnerable to the attack and update the —
InCIdent State. ngggo?y Reporting Incident Source

All Incidents

fsm-va.fortipoc.test ¥ High Severity Outbound Permitted IPS Exploit 172.16.6.6
. .. Details Events Rule [ Auto expand
‘Red Incident False Positive Rat
e uces nCI en a Se OSI Ive a e Attributes Search attribute name... 2..\:“\ Incident Comments

*Provides more immediate context to the Analyst g pestnatire 39577] related to [CYE 201 321] from CHO8

Count: 3

I‘e ard I n the Th rea‘t Event Name: High Severity Outbound Permitted Source [172.16.6.6] not found.
. Target [DC1 at 10.0.1.11] vulnerable to [CVE-2014-6321] based on last

IPS Exploit
scan at Mar 30 2020, 07:48 PM.
Event Type: PH_RULE_HIGH_SEV_SEC_IPS_OUT_P s . .
Raising Severity to high.

*Integrates with FortiGuard to lookup the

. First Occurred: Mar 30 2020, 08:50:30 PM Creating a Case [924550]. A
FortiGate IPS attack ID to CVE.

Incident Title: High Severity IPS Exploit FortiGate-
ips-signature-39577 from 172.16.6.6
to 10.0.1.11

Reporting Device Status: Pending
Reporting IP: 10.0.1.5
Severity Category: HIGH
View Status: Read

Detail: Component ...: FortiGate-ips-

signature-39577 . Change Incident
Signature |d: 39577
Triggered ...: 1 StatUS

Last Occurred: Mar 30 2020, 09:18:30 PM

Resolution: True Positive ° Add ConteXt from
Ticket ID: 924550 < .
Incident Status: Active FortIGuard
Organization: Super
FE:EHTInET Reportingf :som-va,fortipoc.test ° Create a Case

Severity:
Source: 172.16.6.6
Subcategory: Execution




Case Management —Action Timeline
Tracking All Activities Of Case & Incidents

@ DASHBOARD la ANALYTICS A [NCIDENTS & CASES S CMDB Ll RESOURCES 7= TASKS L5 ADMIN

Cases help manage multiple o o 1 o0 o0 1 38m
InCIdentS and an aIySt aCtIVIty_ New Assigned High Overdue Late Closed MTTR

New | Edit | Export | & Q | Filters Applied
* Understand MTTR values

Elapsed State Priority Ticket ID Summary Incident ID  Assignee Creator
® N eW Case tl m el I n e VI eW 2% Closed High 924550 High Severity Outbound Permitted IPS Exploit

Resolution Time Due D

1003 admin in <ad... 38m 9s Mar 31

*Improved Case search and view

* Pivot between Incidents, Cases, Refactored the Screen

notes and events. MTTR indicator,
Linking to the Incidents,

Case History, Evidence

- - - /Dguuy Action History > Timeline * | Evidence [J Auto expand
See all actions by timeline ‘

Incident
Actions User admin Integration User admin User admin
triggered - Raise severity to User admin Integration Integration
HIGH; Set resolution to TRUE created Case triggered - Raise triggered - On
positive; 924550 severity to... demand,outbound
08:58:03 PM 08:58:03 PM 08:58:29 PM 09:35:07 P
<
c Mar 30 2020, 08:58:03 PM 08:58:03 PM 08:58:28 PM 08:58:29 PM
2=8 User User User User
Actions Super/admin Super/admin Super/admin Super/adrr
created Case added Notes added Notes changed

Assignee, St

F:ERTINET



Case Management — Evidence

DASHBOARD

A INCIDENTS

I ANALYTICS & CASES

= CMDB

L RESOURCES ¥= TASKS B2 ADMIN

0 0 1 0 0 1 38m

New Assigned High Overdue Late Closed MTTR
Summary Incident ID  Assignee Creator Resolution Time
High Severity Outbound Permitted IPS Exploit 1003 admin admin <ad... 38m 9s

Evidence TAB containing

Incident Events & Files

New | Edit | Export = O Q  Filters Applied
Elapsed State Priority Ticket ID

2% Closed High 924550

Detail Action History « [ Auto expand

Attachment

ERTINET

Due Date Creation Date

Mar 31 2020, 07:58:03 PM Mar 30 2020, 08:58:03 PM

Closed Date

Mar 30 2020, 08:36:

|:| Wrap Raw Events

Triggering Event

Incident ID: 1003 Rule Name: High Severity Outbound Permitted IPS Exploit

Sub Pattern: NonCiscolPSHighSev

<185>date=2010-06-17 time=03:46:02 devname=FGT50B0000000000 device_id=FGT50B0000000000 log_id=0419016384 type=ips subtype=signature pri=alert fwver=040002 severity=low car...

»
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