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Product Registration

Getting Started

Thank you for purchasing a FortiGate. To access:
* Cloud Management = FortiGuard Updates = Firmware Upgrades
= Technical Support = WarrantyCoverage
Please register your FortiGate device:
Vousdevezenregistrer le produir:

Debe registrar el producto:

BEEDBRAL:
a7 1L BEEA

http://support.fortinet.com
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FortiGate® 60F Series

QuickStart Guice

Pk B Serbe,

QuickStart Guide

Power Cable 12V Power Adapter
iii! < BB
Wall Mount Hardware

Ethernet Cable

4 Wall Mount Kit

‘ ‘ FG-60F-QSG-20190715.indd 4 @‘

7/15/2019 4:51:22 PM ‘ ‘



°
@
=
o]
S
n
o
=
=
[
O

" bcyizv USE CONSOLE WAN2  WAN1

000 0 6 O @
@ Power 12V DC, 100-240V AC 50/60Hz adapter

@ USB (USB A) USB 3.0 server port

e Console (RJ-45) CLI management computer interface

e WAN1 & WAN2 (RJ-45) 1 Gbps Ethernet interfaces

@ DMz (RI-45) 1 Gbps Ethernet interface

@ Ports A & B (RJ-45) 1 Gbps Ethernet interfaces (supports FortiLink)

o Ports 1 to 5 (RJ-45) 1 Gbps Ethernet interfaces
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FortiGate 60F

FortiGate
0 LOGO B Green: The device is on
l Off: The device is off

9 PWR W Green: Power IS on
B Off: Power is off

B Green: Normal
® ® status & Finen _ ®

<>\Flash|ng Green: Booting up

B Green: Operating in an HA cluster
9 HA B Amber: HA failover
B Off: Not in an HA cluster

B Green: Connected
QFlashmg Green: Transmitting data
B Off: No link established

@ rorT
LINK/ACT

B Green: Connected at 1Gbps
: Connected at 100Mbps
l Off: Not connected or 10Mbps

PORT
SPEED
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Power Connection

Power Adapter & Cable

EthernetCable
WAN Port

1. RYELEE I b A S A feli b B -
2. FBEEA TR HERISERs Cr 2 WAN port E internet -
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Power Outlet
or UPS
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SP-RACKTRAY-02
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Console 431 »
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Local Setup

Cloud Setup

®

Smartphone Setup

Local Setup

10
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Web-Based Manager (GUI)

An easy-to-use Web GUI, compatible with most web browsers.
To minimize scrolling, the screen resolution should be at least
1280 x 1024 pixels.

FortiGate Cloud

FortiGate Cloud is a cloud-based infrastructure management
solution and log retention service. It provides centralized reporting,
traffic analysis, configuration management, and log retention
without the need for additional hardware and software.

FortiExplorer

FortiExplorer foriOSis a user-friendly iOS application that helps you
configure, manage, and monitor appliances. FortiExplorer rapidly
provisions, deploys, and monitors Security Fabric components
such as FortiGate, FortiWiFi, and FortiAP devices.

Command Line Interface (CLI)

An alternate configuration tool from the web-based manager that
uses a terminal emulation application to type commands or upload
batches of commands from a text file or configuration script.
Requires a console cable (available for purchase).
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GUI

Browse to 192.168.1.99
Username: admin
No Password

Port 1

Management Computer

Ethernet Cable

1. £ Ethernet Cable ###% Port 1 %] Management Computer o
2. B DHCP i3 & EESHY IP F1 subnet A

Static IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

3. (HAH4E B 8 [ 192.168.1.99 -
4. {#if username admin #1 no password & A -

5. ‘I NEREN - i AYRAY FortinetOne /&1 -

FortiCare Registration Required

Serial Number  FGB00D3915800295

Action m Create Account

Email
Password
Forgot your password?
Country -
Reseller -

6. #X1% FortiCare Support Status €% & Registered -

Contract Status

FortiCare Support © Registered -I

11
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FortiGateCloud

1. EFRAY FortinetOne &35 A forticloud.com -

F::RTINET ONE

Unified Cloud Services Login

Account ID/Email

[Relci]

Forgot account ID/Email?
Forgot password?

& REGISTER ® HELP

Learn more about FortinetOne

2. Lk Add FortiGate ZR7&# A Cloud Key ({1 FortiGate #55 FAyILL4T)

® ¢ FortiGateCloud # L T e B &
Search FortiGate a Inventory

Sandbox Result (Today)

m CTNam~ Mal\Ware
Add FortiGate x

Please input the FortiGateCloud Key to add a FortiGate:

o © © O ©

3. IMRAIRFI LA EE L EHRHY FortiGate 25 -

fieF  IREEAE support.fortinet.com ELAES: FortinetOne 55 -

12
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FortiExplorer

) ) R Scan

FortiGate/FortiWiFi
QR Code N
(Example) \ © y

FortiExplorer App

1. THEET FortiExplorer iOS App

2. BEEY Add Device #R1£#E$% FortiGate Cloud

3. B ALREY FortinetOne 61 » ZR1&§%H Cloud Key #J QR code -
4. PNMRIFRATLMEARAY 108 32 Fa% e iy FortiGate 458 -

# Available on the
® ¢ App Store

r )

13
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Console Port

CLI

Speed (default): 9600

Data bits: 8
Stop bits: 1
Parity: None

Flow Control:  None

=~

i

Management Computer

Console Cable
(available for purchase)

1. {5 console cable #### Console Port | Management Computer °

2. 1£ Management Computer _EFHBAXImtARAS - A& 3EEHE COM Port » ERLL

NHERE ¢

Baud rate: 9600
Data bits: 8
Parity: None

@ Stop bits: 1

Flow control: None

3. {#Fg username admin k. no password

4. (RALARHEREE (RIVEEE -

FortiGate # ?

config Configure object.

get Get dynamic and system information.
show Show configuration.

diagnose Diagnose facility.

execute Execute static commands.

exit Exit the CLI.

FortiGate # config ?

alertemail
antivirus
application

client-reputation

dlp
endpoint-control
firewall
ftp-proxy

gui

icap

imp2p

ips

--More--

Alert email configuration.
AntivVirus configuration.
Application control configuration.
Client reputation tracking configuration
DLP configuration.

Endpoint control configuration.
Firewall configuration.

FTP proxy configuration.

GUI configuration.

ICAP client configuration.

IM & P2P policy configuration.

IPS configuration.

et - WA ? PGSR - A5 Sh0LE ? - fI41 config ? DIFI R E

BRI AR LRI - 55

1 support.fortinet.com -

14
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Resources

Refer to the following resources to continue your FortiGate setup.

FortiGate Documentation Library
Up-to-date hardware and software guides
https://docs.fortinet.com/fortigate

Fortinet Customer Service & Support
Access knowledge bases, resource libraries and contact support
https://support.fortinet.com/

Fortinet Online Help
View Firmware, CLI and product-specific documentation
https://help.fortinet.com/

Fortinet Video Tutorials
FortiOS Tips, Web GUI tutorials, SD-WAN tricks and more
http://video.fortinet.com

FortiGuard Labs
Discover FortiGuard’s Zero-Day Research, Weekly Threat Briefsand Threat Lookups
https://fortiguard.com/

15

‘ ‘ FG-60F-QSG-20190715.indd 15 @ 7/15/2019 4:51:24 PM ‘ ‘



http://video.fortinet.com/

" IEEEN

16

FG-60F-QSG-20190715.indd 32

Cautions and Warnings

Environmental specifications

Ambient operating temperature: 0°C to 40°C

Refer Data Sheetfor Operating
Temperature, Slorage Temperature, Humidity, and Altitude)
Référez alaFiche Techniq produit pour

pé de ¢ de stockage, humidité et /altitude)
Safety

Battery — Risk of explosion if the battery is replaced by an incorrect type. Do not dispose
of batteries in afire. They may explode. Dispose of used batteries according to your local
regulations. IMPORTANT: Switzerland: Annex 4.10 of SR814.013 applies to batteries

Batterie - Risque d explosion sila batterie est remplacée par un type incorrect. Ne |etez

®

Regulatory Notices

Federal Communication Commission (FCC) — USA

This device complies with Part 15 of FCC Rules. Operation is subject to the following
two conditions:
(1) this device may not cause harmful interference, and

acceptanyi ;including i that
undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
T

generates, uses, and can radiate radio frequency energy, and if itis not installed and used
in accordance with the instruction manual, it may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation.

If this d interference toradio or , which can

pas les batteries au feu. Iis peuvent exploser. Jetez les piles mément au
réglementationslocales. IMPORTANT: Sisse: lannexe 4.10de SR814.013s'; appnquem
aux batteries.

ARRHEEEREY

@@l’iﬁﬁ
CAUTION:

Thereis adanger of explosion if a batteryis incorrect replaced. Replace only with the same
or equivalent type.

Dispose batteries of according to the manufacturer's instructions.

Disposing a battery intofire, a hot oven, mechanically crushing, or cutting it can resultin
an explosion.

Leaving a batteryin an extremely hot environment can result in leakage of flammable liquid,
gas, or an explosion.

Ifabattery is subjected to extremely low air pressure, it may resultin leakage of flammable
liquid, gas, or an explosion.

WARNUNG:

Lithium-Batterie Achtung: Ersetzen
Sienur den gleichen oder gleichwertigen Typ. Batterien gemé® den Anweisungen des
Herstellers entsorgen.

Beseitigung einer BATTERIE in Feuer oder einen heiBen Ofen oder mechanisches
Zerkleinem oder Schneiden einer BATTERIE, die zu einer EXPLOSION filhren kann.

Verlassen einer BATTERIE in einer extrem hohen Umgebungstemperatur, die zu einer
EXPLOSION oder zum Austreten von brennbarer Fliissigkeit oder Gas filhren kann,

Eine BATTERIE, die einem extrem niedrigen Luftdruck ausgesetztst, der zu einer
EXPLOSION oder zum Austreten igkeit oder Gasfiihren kann.

This product is intended to be supplied by a Listed Direct Plug-In Power Unit marked LPS
or Class 2 and rated 12 Vdc, 3 A.

Le produit doit étre alimenté par un bloc d'alimentation a courant continu homologué UL de
12 Vdc, 3 A nominal marqué LPS ou Class 2.

by turning the off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:
Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

Any to this unit not expressly approved by the party
responsible for compnance "could vord the user's authority to operate the equipment

Industry Canada Equipment Standard for Digital Equipment (ICES)
— Canada

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme & la norme NMB-003 du Canada.
European Conformity (CE) - EU

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

C€

Voluntary Control Council for Interference (VCCI) — Japan

ERboh SRl e C T A

HURESIHEICE > TEEL DHRDHEWEL TFE L -

VCCI-B
Product Safety Electrical Appliance & Material (PSE) — Japan

B SRRV kR AR

Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

of RoHS table) are available at

1\; Irnk below:
[RRPEEH 4 (ROHS Table) &
https:/www.fortinet.com/bsmi

T

T3E * (02)27961666
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