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B % (SOC) g% (NOC) i ST\
27 - SRMERTHEB A

/SNMP -~ CLI - APL etc. ) ’
» CMDB ZE&IE mows \
> ER{EEEIREE(Up/Down) FortiSIEM » NetFlow/Sflow
> MEE(E A ZR(CPU/ Memory/Bandwidth) /Jflow/IPFix
> #7FZ=[ (Storage) > ASMABTREFER T
> BENEED T Forthate P Brand J Brand » B ERSEER ST
- @ > Ih B E SR E T
/Syslog - WMI - APL etc.

4 ;’/\
P \" C Brand \ 4 I EBrand & ABrand > 4 scan/DoS BB
> MR (Event Log) ,__. ______________ ,mu/ \ wWITH  HREON /

> BLEH(Security Log) BRpLRIRRE BREHERMRSE B BRI
> RERCHE (Traffic Log)
> B Z#EH (Application Layer) ’ O @ g{;
k’ rl%_'?i't:" * $1¢ﬁ*ﬁ / Dat’é Center Server Farm Branch 1 Branch 2
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pos @ BEER e EBOT  ASESEY WRIEE  SCMDB WM ERE = IF O RRERE ® A = & ¢
e EEAvA RIB/ER SBHEMY BHEX RER EFE BESEM SNMP IMERESE LEER
e BEZE Fite =R 1ETHEE 131 ~ Lines: 330 &
= (EEYREs E/RA B2 RBEC .7
CiscoASAParser Cisco ASA System
B =
CiscoCSAParser Cisco CSA Management Center System
of NE CiscoFWSMParser Cisco FWSM System
CiscolOSParser Cisco 10S System
CiscolOSParser-PRTG Cisco 10S User
CiscolPSParser Cisco IPS System
CiscoPIXParser Cisco PIX System
CiscoVPN3KParser Cisco VPN 3K System
CiscoWLC3Parser Cisco WLAN Controller System
CiscoWLCParser Cisco WLAN Controller System
DellHwChassisTrapParser Generic System
BrocadeSanSwitchParser Brocade San Switch System
DellHwStorageTrapParser Generic System
FortiGateParser Fortinet FortiOS System
FoundrylronwareParserPlus Foundry Ironware System
FoundrylronwareParser Foundry Ironware System
PHBeaconParser Fortinet FortiSIEM System
GenericDHCPParser Generic System
HPHwChassisTrapParser Generic System
HPHwStorageTrapParser Generic System
HuaweiVRPParser Huawei VRP System
lISViaSnareParser Microsoft IIS System
JEEAppServerParser Generic JEE App Server System
JuniperSteelBeltAAAParser Juniper Steel-Belted RADIUS System
JunipNSM-IDP Generic System
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pos @ BER MBS A STHYy ERIEE SoMB MWEEE SIS RAEE © A o
2 Resources > Rules
Qs SUFTIFIRRY - (N
» Rules SHITER,
=) Name Description Exceptions = &j[E HARE

» Networks

4 (s) Al: File Creation Anomaly Fortilnsight Al module detects unusual file Creation by an user System A
» Watch Lists

4 (s) Al: File Deletion Anomaly Fortilnsight Al module detects unusual file deletion by an user System
» Protocols

4 (s) Al: File Reading Anomaly Fortilnsight Al module detects unusual file reading by an user System
» Event Types

4 (s) Al: File Writing Anomaly Fortilnsight Al module detects unusual file writing by an user System
» Malware Domains

4 (s) Al: Process Started Anomaly Fortilnsight Al module detects unusual process started by an user System
» Malware IPs e

4 (s) Al: Process Stopped Anomaly Fortilnsight Al module detects unusual process stoppage by an user System
» Malware URLs

s xploit etects attac ystem

4 (s) ARP Exploi D ARP k S
» Malware Processes -

4 I(I)S) - jeCHUb' G WAl AWS Security Hub detected host vulnerability System
» Country Groups Cesas
» Malware Hash 4 és) I;WS Setc.:Hul\)/:. Slo?-:ware e AWS Security and Configuration Violation Detected System

onfiguration Violation
b Default Password ~ (s) AWS SecHub: Tactics: Collection AWS Security Hub detected Collection tactics. Adversary is trying to collect Svstem
Detected data of their interest. .

» Anonymity Network

(s) AWS SecHub: Tactics: AWS Security Hub detected Command and Control tactics. Adversary is trying to

o RETLGan - - N . communicate with other compromised systems and receive commands and System

Test Result () 5==EE i

Remediations
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=~  Resources > Rules

Reports

Rules

Networks

Watch Lists
Protocols

Event Types
Malware Domains
Malware |Ps
Malware URLs
Malware Processes
Country Groups
Malware Hash
Default Password
Anonymity Network
User Agents

Remediations

$gER

a fe

Name

(s) Dynamically generated host name:

malware likely

(s) End User DNS Queries to
Unauthorized DNS Servers

(s) Excessive End User DNS Queries

(s) Excessive End User Mail

Test Result O ===6

B RTEHE

Scvpe M EFEE ST HiaEHE © A o

Description

Detects algorthmically generated host name in network traffic - malware often
use algorithmically generated host names to communicate.

Detects a scenario where a host, that is itself not a DNS serve EE/\\ E % E@;
send DNS requests to unauthorized DNS servers. Authorized D! -
represented by the "DNS Server” group. In a typical scenario, end hosts always

send DNS requests to authorized DNS servers which in turn communicate to
other DNS servers - so this behavior may indicate malware running on the end
host.

Detects a scenario where a host, that is itself not an DNS serv A = N
excessive DNS requests. Authorized DNS servers are represent: E 1" \14: ﬁﬂ 1E @ g 215 ﬁ *ﬁ
Server” group. In a typical scenario, the frequency of end host UN> requests 1s System

not high unless, there is a script running - this might indicate the presence of

malware on the end host.

Detects a scenario where a host, that is itself not an authorized mail gateway,
is sending excessive emails (more than 20 emails in 2 minutes). This behavior

may indicate malware running on an end host that is trying to send spam or System

privileged information to its own set of mail servers (which may be

compromised).

Detects a scenario where a host, that is itself not an authorized mail gateway, v
AV
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& JF#E > Malware IPs > Emerging Threat Malware IP

- - [ -
SRR E R TERE

» Malware Domains Zris EHEFS Nov 1, 2019 6:29:05 PM

(]
il

WCHl 1,425 > M

w Malware IPs

Active Name EAT wuntry Description Date Found
Emerging Threat Malware IP
A
T Estialy 0 1.10.31.255
Zeus Malware IP .31.255
ThreatStream Malware IP ~ ENet-1.19.0.0- 0 1.19.255.255
255.255
FortiGuard Malware IP
4 ENet-1.32.128.0-1.3 4 35 128.0 1.32.191.255
Hail-A-TAXIl Malware IP S
« ENet-101.108.92.11 441 108.92.111 101.108.92.111
TruSTAR Malware IP 1-101.108.92.111
ThreatConnect Malware IP «~ ENet-101.134.0.0-10 404 134.0.0 101.135.255.255
1.135.255.255
msi
- ~ ENet-101.187.237.2 441 187.237.217 101.187.237.217
17-101.187.237.217
Ungrouped
« ENet-101.192.0.0-10 4104 192.0.0 101.195.255.255
» Malware URLs 1.195.255.255
el P « ENet-101.202.0.0-10 441 202.0.0 101.202.255.255
1.202.255.255
Country G ) )
» Country Groups 4 ENet-101.203.128.0- 4144 703.128.0 101.203.159.255
101.203.159.255
» Malware Hash v
» Default Password v e O s=1=6 AV
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Donut Chart for COUNT (Matched Events)

10.1.200.254, FortiGa... (14%

in BEAHTR 55 Biat 47

192.168.198.1, For¥G. . (13%)

192.168.188.1, ForiG... (14%)— 408 . ~~192.188.198.1, ForiG... {10%)
192.188.198.1, ForiG.. (7%)

68.198.1, FortiG._ (%)

10.1.200.254, FortiGa... (24% 98.1, ForiG._ (5%)
FortiG. (4%)

(4%)

Trend Area Chart for COUNT (Matched Events
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poS cTEy BEIEE SMB WEEE =If © A B
BEESE ! [pkgEx ¢

+ Y Layout: Tilev AL & £ @

= cah®x =R 2 o
Wy Kt B £ S ST 5B Last 1 hour 7:05 B IRER ST R R ST La;ﬂth& OD:;

COUNT(Matched Events)

(12%)192.168.198.1,FortiGate appctrl ips pass,1,...:508 20.0Mbps =

(13%)10.1.200.254,FortiGate appctrl ips pass,1,1...:
T 15.0Mbps
(11%)192.168.198.1,FortiGate appctrl ips pass,1,...:464 =
g
(13%)192.168.198.1,FortiGate appctrl ips pass,1,...:544 T RhaiEn
(-]
=
(9%)192.168.198.1,FortiGate appctrl ips pass,1,1...:391 E 5.0Mbps |
0Bps T T T —— —— T T 1
(5%)192.168.198.1,FortiGate appctrl ips pass,1,1...:217 Aug 21st, 2020 09:43 09:53 10:02 10:13 10:23 10:33
AN M 172.16.101.10,port48(primary),port48 M 172.16.101.11,port 24(primary),port24
(22%)10.1.200.254,FortiGate appctrl ips pass,1,1...:925: (5%)192.168.198.1,FortiGate appctrl ips pass,1,1...:206 M 172.16.101.11,G1K5D3114803552(primary),G1K5D3114803552 W 172.16.101.7,8DF4K16000242-0(primary),8DF4K16000242-0
(5%)192.168.198.1,FortiGate appetrl ips pass,1,1...:197 M 172.16.101.7,port48(primary),port48 M 172.16.101.10,8DF 4K16000229-0(primary),8DF 4K16000229-0
(4%)192_,68_,98.,}0“@& il pass’,',__.:,n M 172.16.101.10,port46(primary),port46 172.16.101.7,port5(primary),port5
! T M 172.16.101.11,port 10(primary),port 10 W 172.16.101.1,__FoRtlLiNkO__(primary),__FoRtI1LiNk0__
Biy KSR Sh B S5 b caD#x  windows eSS Sa0smx
= Last 1 hour@17:17 eSS Last 1 hour@10:39
Map  Satellite MMl Event Receive Time Server User Action File Name
Aug 21 2020, 10:30:02 AM W2K8R2SVREN gary Removed c:\zone\-+ E AR ESEITE.
Aug 21 2020, 10:30:02 AM W2K8R2SVREN gary Modified c\zone\ETHEEETS.tf
Aug 21 2020, 10:30:02 AM W2K8R2SVREN gary Modified c:\zone\ B TiEM$E. txt
Aug 21 2020, 10:30:02 AM W2K8R2SVREN gary Modified c:\zone\AEQIE SEE I8 rtf
Aug 21 2020, 10:30:02 AM W2K8R2SVREN summer Modified c\zone\FiESBHHES txt
Aug 21 2020, 10:30:02 AM W2K8R2SVREN gary Removed c:\zone\L.E ARSI . txt

Aug 21 2020, 10:30:02 AM W2K8R2SVREN lily Added c:\zone\New Rich Text Document.rtf
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o RERSHISEEERE

IEEMEIRREEZME P ZRESRE (Multitenant Architecture)

BB /EAI/ERP] A

All-In-One
COLLECTOR ='=' — ,:E ]:;E *%

o'-lrﬂﬂ

FE.EJE SES

BIG DATA
EVENT STORAGE

M =5 /e=i/09 B
o — TCP 443 (HTTPS)
E— é

COLLECTOR SUPERVISOR

LOCAL DISK (SMB)
OR
NFS SERVER
OR
ELASTIC SEARCH

COLLECTOR

e iRAH AR E T S &

CVMDB

E i Hﬁzli'é?ﬂ
SVN

SIEM #Ziy 2=/t Hio &

HEEU S & e

Events DB

S AERE L 4z BAERRFENR
+ I EE 2R + i {EER (Supervisor) (Storage) 3 NFS
(Collectors) (Workers) FE B 1% FE 1t 1%
= = E*;i*% E*;i*%% Fortinet Inc. All Rights Reserved.
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MITRE ATT&CK ZEZ ¥ iRl

RESFEESETREERINE

2 58 F BE AV AR5

FExn

il

;+:
A

3@(- @ E=R eagil AEZEHF WE S CMDB W R = TIfE
BigE = list v 2 E i Ll ZEF ST ita Attacks S19iE Status: Efl v 'O ESAFEE: Last 1 Day v
Subcategory: €&} v JaSHE 1/6
RE FHEEFI ITHEAE ek PERE < B HHAR

10.1.206.192 .

HOST-1.1.1.1 . . . .

LAB-1500D .

113.196.33.199 0

W2K12R2SVRTW ‘

10.1.210.100 ‘ "

FGT51E "

FAP221E-default 0

FIHEEE W Incidents for HOST-1.1.1.1: [ 171

%Ef‘:“‘aﬁ R o _ . : P " . - ;
il vEE-TEE EEFH bl IR == SHHER EEELRE A A AR
- Aug 21 2020, 09:51:30 AM Dynamically generated host name: malware likely Command and Control el 7))o WWW.XYZ.Com Domain Name Entropy: 4.19 Active Open
- Aug 21 2020, 09:51:30 AM Dynamically generated host name: malware likely Command and Control =& www.abcd.com Domain Name Entropy: 3.79 Active Open
PG Aug 21 2020, 09:51:30 AM FortiGate detects Botnet Command and Control w11 Active Open

HOST-1.1.1.1



GEAva: e Tt

@
=0
i
) <IT

= #11E (SOAR)

BIEEZHEED L (SOC)
PREZSNSEHLBFEREEE




FE’.'ELIZ’IEEH:EEQTM’E@

-‘-"ll\m*lvs}E Mia % Q

pos @ ERE WS 0 ASEER ERTEE SMB  WMEEE =TI © AE a @
QEE > BEH  i=lste  RERST  MIEESN deAttacks @1 588~ Event Details | x @~

4 B H¥EN All: 24 High: 2 Medium: 22

CEN LY E yé\ ) Ei E i% <189>date=2020-08-27 time=14:02:57 devname="LAB-1500D" devid="FG1K5D3114803552"
gﬁ -~ v R —InaiE Lk Inciden i Fl L' ~H El#Ezy logid="0000000013" type="traffic" subtype="forward" level="notice" vd="root"

eventtime=1598508177790121297 tz="+0800" srcip=10.1.200.161 srcname="box"

- Aug 27 2020, 02:04:00 PM Traffic to FortiGuard Malware IP List Traffic from 10.1.200.161 to FortiGuard Malware IP 185.255...  LAB-151 srcport=53376 srcintf="Server Farm" srcintfrole="lan" dstip=185.255.135.33 dstport=80
dstintf="port17" dstintfrole="wan" sessionid=3447324580 proto=6 action="timeout"

- Aug 27 2020, 01:07:30 PM Remote Desktop from Internet Remote Desktop from Internet 203.204.33.160 to 10.1.206.1..  LAB-15' policyid=2 policytype="policy" poluuid="08b67cec-d2a1-51e9-44a%9-e8c8b7bebc95"
service="HTTP" dstcountry="Russian Federation" srccountry="Reserved" trandisp="snat"
brmmrim N IEN AN TN bemmr - F_RIVITL Aivwatinm AN cmmbhiibn N vrmcdbiiba N rmm b b4

b Lines: 70
Item ErfE
g Application Group Name unscanned
E E'D\ EE ﬁi E %E 1t Collector ID 10000
==
@W@’]u1§ﬁ*ﬁ Count 1
Destination City Moscow
Destination Country Russian Federation
PR B OBAT  FE: FortiGuard - Oessms O Essegemng O =smsseEx 0 R=sEess AV
Destination Country Code RU
Event Receive Time Reporting IP Event Name Source IP Destination IP IP Protocol E’g‘ Destination Host Name HOST-185.255.135.33
Aug 27 2020, 02:02:57 PM 10.1.200.254 ¥ Timeout traffic 10.1.200.161 v | ==185.255.135.33 ¥ | 6 /(TCP) 53°  Destination IP 185.255.135.33 pluaN 2
Aug 27 2020, 02:02:58 PM 10.1.200.254 Timeout traffic 10.1.200.161 == 185.255.135.33 6 (TCP) 53° pestination Interface Name port17 I
Destination Latitude 55.75583
Destination Longitude 37.6173
DJectingting Nragpizatjen CIIDEPCERYEDCHATACEMTED DY




FJELIZ’E#E%%EQTM{’E@ B E #{E (SOAR)

NEIk L EE 24 - SESWENRGRELETTEKE

m @ HERE ST ASLEH WRIEHE SMB  WMEEE  ETFE &

0 y 7 5 0 8 2d 13h

g IR =8 (@ eI s Hy 2R MTTR
wE mE EE O p—— 171 | 16
FTEIIE T EE
Elapsed Sta’ . Priority Ticket ID Organization: Summary Incident ID - Assignee Creator Resolution Time Due Date Creation Date
5% Assigned ﬁ [=1-] Traffic from 10.1.200.161 to FortiGuard Malware IP 185.255.... kmyang admin <kmy... Aug 27 2020, 11:59:59 PM Aug 27 2020, 02:10:32 PM
CAEESMILE
-- uosed User summer modified c:\zone\FrZE LB FHHES . txt on W2 kmyang admin <kmy.. 4m 35s Aug 27 2020, 11:59:59 PM Aug 27 2020, 01:38:49 PM
10 % In Progress High 68076301 TEST_Lab Hardware component Fan Fan 5 status Failed on SJ-Dev-A-F_ kmyang admin <kmy... Aug 27 2020, 11:59:59 PM Aug 27 2020, 01:37:48 PM
=1 ]
Closed %E& I Eré EE qj Outbound cleartext password usage from non guest netwo... admin admin <kmy.. 14m 27s Jul 21 2020, 11:59:59 PM Jul 20 2020, 01:55:51 PM
In Progress Medium 65101150 SE_Lab Large Outbound Transfer larger than 1 GB, in LAB-1500D(10. .. admin admin <kmy... Jul 03 2020, 11:59:59 PM Jul 03 2020, 02:42:57 PM
-- Closed %E&I =]} *A HH Network Device Company-B-FG-200D down due to total pin... admin admin <kmy.. 38m 24s May 18 2020, 07:56:20 PM May 19 2020, 07:18:48 PM
Closed End User DNS Queries to Unauthorized DNS Servers,srclpA_. admin admin <kmy.. 1h 2Zm May 18 2020, 07:56:39 PM May 19 2020, 06:54:35 PM
Detail Action History > Timeline v Evidence O ag=es AV
=]~ ] =+
F L E R E
Incident
Actions User admin created Case User admin
68076302 deared incident
01:38:49 PM 01:38:49 PM 01:43:25 PM 01:43:25 PM
Aug 27 2020, 01:38:49 PM 01:43:25 PM
User User User User
Case ; . ; . / . / ;
Super/admin Super/admin Super/admin Super/admin
Actions

dosed Case added Notes

created Case created Case

changed : State




BERURECESHRFREREZEEBEE (SOAR)

IR [z FE N 1T 4% % 3R 1= e biE

. o e — e - s ey o et s Q
pos @ EEE WEESF MSEER WRTEE SoMDB WEEE SIfF  08 RGP © A E a B
QEiF > BEE  Slst v  RERAF  WERHF  hAtacks 215~ D FIFEE: Last 2Hours v @~
= BERNT All: 23 High: 2 Medium: 21 171 |2
C ERERNeHEEEY
HEEH Incident Title [EF 5 RIF [ FEEEE
0 EEESk :00 PM Traffic to FortiGuard Malware IP List Traffic from 10.1.200.161 to FortiGuard Malware IP 185.255._ LAB-1500D ¥ 10.1.200.161 v ==185.255.135.33 ¥
C AREEREL 30 PM Remote Desktop from Internet Remote Desktop from Internet 203.204.33.160 to 10.1.206.1..  LAB-1500D * 203.204.33.160 10.1.206.107

© FIEHEAHMERA
REUEHTE

X ZEFRE

® FEIE

& RERE

O EERAIFIIMER
o ELEEELD

= EAEEER

$il TEEFW

M EEEETHL . - AV
7% % R T2 FE I
@ EEEEsTEYy NN Aie ) PR 3
Ch TR S ECR - ecurity Add comments to Incident... i EhiE =) SEamaE s,
= FEshatek
B Sffic to FortiGuard Malware IP Aug 27 2020, 02:10:32 PM User @@ created Case 68076303  Success

List
Event Type: PH_RULE_TO_FORTIGUARD_MALWA
RE_IP
First Occurred: Aug 27 2020, 02:04:00 PM
Incident ID: 883522
Incident Title: Traffic from 10.1.200.161 to Clear Save
FortiGuard Malware IP
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FortiGuard Malware IP

: YA —_—n e - =23 Lo g o]
pos @ FRE MRS AEFEER WRTEE S8 W EEE o e © A - ©
QS - BB 718 = List w I~ g3 L 3R an At e 'O B5EEEE: Last 2 Hoursy @~
Run Remediation X
< B H%EK All: 23 High: 2 Medium: 21 11
EreE PR e s . . o
gﬁ RiE T sy B O BiREE O E@iEH FEEEE
A EHITENERR B
- Aug 27 2020, 02:04:00 PM Traffic to FortiGuard Malware IP List Enforce On: = AX E 17 AX i3
IEGEN  Avq 27 2020, 01:07:30 PM Remote Desktop from Internet Remediation: | Fortinet FortiOS - Block IP FortiOS 5.4 ! an o
mﬁ&%ﬁ??ﬁ
Run On: fsm_collector176 H
Task Result:
T
PSR = MRE O === AV
Bt N HEENGE B ERER R
Category: Security Add comments to Incident... R R EhE L sgmasay
Count: 1
Event Name: Traffic to FortiGuard Malware IP Aug 27 2020, 02:10:32 PM User @@l created Case 68076303  Success
List
Event Type: PH_RULE_TO_FORTIGUARD_MALWA
RE_IP
First Occurred: Aug 27 2020, 02:04:00 PM
Incident ID: 883522
Incident Title: Traffic from 10.1.200.161 to Clear Save
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pot

P Reports

» Rules

» Networks

P Watch Lists

» Protocols

p Event Types

» Malware Domains
P Malware IPs

P Malware URLs

» Malware Processes
p Country Groups

» Malware Hash

» Default Password
P Anonymity Network
P User Agents

Remediations

Resources > Remediations

A

&g

Add IP FortiADC

Add IP FortiCache

Block Domain InfoBlox
Block Domain Windows DNS
Block Email FortiMail

Block IP Cisco ASA

Block IP FortiOS 5.3

Block IP FortiOS 5.4

Block IP FortiOS 5.4 (300sec)

Block IP FortiOS API
Block IP FortiWeb
Block IP PAN

Block MAC FortiOS
Deauth User ArubaOS
Deauth User Cisco WLC

Deauth User Cisco WLC
BE (QOgzstED

nn ¥ 5%

M

B RTE S CMDB

i
fid

v

xR
Fortinet FortiADC

Fortinet FortiCache

InfoBlox NiOS

Microsoft Windows

Fortinet FortiMail

Cisco ASA

Fortinet FortiOS

Fortinet FortiOS

Fortinet FortiOS

Fortinet FortiOS

Fortinet FortiWeb

Palo Alto PAN-OS

Fortinet FortiOS

Aruba ArubaOS WLAN Controller

Fortinet FortiwLC

Cisco WLAN Controller

fE 1o 1R B

L EEE =T

RIAZFE

fortiadc_add_ip.py
forticache_add_ip.py
infoblox_dns_block_domain.py
windows_dns_block_domain.py
fortimail_block_mail.py
cisco_asa_block_ip.py
fortigate_block_ip_before_5.4.py

fortigate_block_ip_after_5.4.py
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