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What’s New In Version 7
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NP7 & FortiOS 7.0

Ultra Scalable Chassis
FG7121F

FG-420XF FG-260XF
FG-440XF

EZ#HIEA
PhrE il K= ith

SOC Services:
SOC as a Service Offering

FortiGuard Outbreak Alert
Subscription

ZTNA
Expanded DNS Security

FortiGuard Video Filtering
Service

© Fortinet Inc. All Rights Reserved.
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Simplify and Automate
Support for Security Fabric

in Multi-VDOM mode

Automate

Automation Workflow
Improvements
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Security
Processing
Unit




Fortinet B BB LR

NP7 Bt ELEREEESRAT

FortiGate Systems

HT)a Securlty Processing Unit (SPU)

Security Processing Unit

| (SPU)

CPU i

O i <:> | cpu
SPU |
....... | Network Processor Content Processor
Security Processing Unit E (NP) _ (CP)

(SPU) ! Off-Loads Networking Off-Loads Security

E Functions Functions

© Fortinet Inc. All Rights Reserved.
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2006 | 2007 | 2008 = 2009 @ 2010 | 2011 & 2012 & 2013 = 2014 = 2015 . 2016 | 2019 | 2020

NP7 ZEREREERAHEHERIEHF - IREROUERLRABZELZMSESR

W o - «
@ 2 @ Q| <= <o ®
2X100c| 100 M 2 M/SEC |200GBPS| 75 GBPS| VXLAN 20 W
NETWORK CONCURRENT | HARDWARE SESSION FORWARDING IPSEC POWER
PORTS SESSIONS LOGGING SETUPRATE | THROUGHPUT | THROUGHPUT A CPE ESTIMATION

© Fortinet Inc. All Rights Reserved.




High Performance DNA

NP7 1‘%%%51’% NP 7]”;35%)4 "™ 1psec vPN ™ Firewall Throughput
« LL10BRMBEIR A 2RIBIE KL E
« LL1OBRMBEIR A RIB(ENZEILE

]

|

]

|

|

|

] ]

] ]

] |

I |

.| I |

] S ]

I 5 | |

. | I |
10GBPS NP4 20GBPS 30GBPS NPE 40GBPS 75GBPS NP7 200GBPS

2008 (B & C series) 2014 (D & E series) 2020 (F series)
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FortiGate 4400

Connections/sec

Concurrent

Sessions

LO
.
—i

-t
L < J
HHH *%
0% % %%

bps

oo

Q)
Zero CPU
Forwarding

02292000
og0c00
oo

oge

Threat Protect

SSL Inspection
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C
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©
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=
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FortiGate 7121F
RBAERDPOS S REFEEEE

| ||| EZATINET. |

0 SMM: System management Modules
@ FPM: processing Modules

®WOE

9 FIM: Interfaces Modules
@ 4+4 Hot Swappable Redundant PS

FG7121F Base Hardware Bundle

> 2x FPM-7620F + 2x FIM-7921F N [N

FG7121F Full Hardware Bundle nez || cpo || 16u || Tm | | 100e || 400ee || B || 1e1e
- 10x FPM-7620F + 2x FIM-7921F

2 x Management Modules

10 x FPM-7620F Processing Modules
2 X FIM-7921F 1/O Modules

8 x Hot Swappable Redundant PS

N
A 1.89 Tbps
T\ Firewall throughput
9 Mil 1 Billion
New Sessions/Sec Concurrent Sessions

5 675 Gbps

SSL Inspection Throughput

© Fortinet Inc. All Rights Reserved.

= 675 Gbps

IPS Throughput

>) 550 Ghps

NGFW Throughput

® 920 Gbps

Threat Protection Throughput



A
FortiGate Processor Module FPM-7620F (X812 4H)

B e cremusrsnessesssssnsen e KANRERNREE ——

© rPv7er HEEEESNIEEEEEENECSEEEEEEEEEEEU NS SA S SN EEEENENEENEENEENENEE O
_ TrerrrarorrrrrrrerrrrgrorrE T
SEEEEENEEEEEEEEEE NS EEEEER RO N SIS E NN
crree MEEEE COS0E VT M RGN
» FPM includes front interface traffic ports

e HREEE] [ | SR EEEEEEEESSNFNPEE S G JUEEEEE |
=) el g =]
106E 40ce | | 1006
Flexibility = 2X QSFP28 100G

PAR® 0.=. Use Only wow | IHEFEEEEEEEEESVNEIAEAEEEN D EEREUEONE © E s
= 8x SFP28 10/25G Support Q Large Enterprise/ Q Flexible

BN SRR NN -
Performance 67.5G IPS Performance* Data_Center / Dep_loyment
52G Threat Protection* Service Provider Options

NGFW / ISFW / DCFW /CCFW

N 8x 10GE/ 25GE SFP28 Support
2x 100GE QSFP28 Support

= 2x NP7
= 8x CP9

AlR
H- © Fortinet Inc. All Rights Reserved. 10
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FortiGate Interface Module FIM-7921F (7T E1E48)

» FIM-7921F:
= 18x QSFP28 100G Support I | (R | () (G
Interface = 2x QSFPDD 400G Support
10GE 40GE 100cE | | 400GE

(Max combination 2x FIM per chassis)
» Includes Disk Support

= 5x NP7 _ _
Performance 12.8 Tbps Switch Fabric performance Q Large Enterprlse/ Q Flexible
1 Tbps between FIMs Data Center / Deployment
Service Provider Options

NGFW / ISFW / DCFW /CCFW

H- © Fortinet Inc. All Rights Reserved. 11




S FGT7121F ©fE#H&E (MNEAME)

= FG7121F EFXEEEEH4H (Base Hardware Bundle)
is with 2x FPM-7620F ({EE1E4H) + 2x FIM-7921F (7T E1&E4H)

= FG7121F SXEEERREH A (Full Hardware Bundle)
is with 10x FPM-7620F (34BEf=4H) + 2x FIM-7921F (FTEI&E4R)

» FortiGuard BR#FZET R ALK FortiCare s]BERUE AIERE
E4#H (Base Hardware Bundle) BEHEE (I

= FTIBAY FPM MBEMEABRIEF BHFELBESS - AE A IEMERIMY
] RIEFHEBEAREEE A (INEAIE)

. © Fortinet Inc. All Rights Reserved. 12



Overview

What’s New in FortiOS 7.0




FOS 7 — %18 300 IAIORE -

Security Driven Networking
(SASE Edge - SASE)

» Securing remote workforce with orchestration portal
for SASE capabilities

» Securing thin branch with FEX 200F + 25Mbps
subscription

* New Thin Edge line us (LTE/5G)

» Journey to Zero Trust with extended risk posture
checking

Security Driven Networking
(WAN Edge: SD-WAN)

* Increased Resiliency (FEC/DUP)
« Enhanced packet duplication
* Accelerated Convergence (FWF 80F)

- Efficient Operations (scalable ZTP, Analytics,
Passive WAN Measurement)

» Accelerated convergence for Thin & WAN edge

el <2 e |

~

ZhEEH AR

Security Driven Networking
(DC Edge: NGFW)

» Ultra-Scalability with pay as you grow model (FGT
7121F, 400G)
» Attack surface Reduction (Video filtering , DNS)

» Efficient Operations with network automation (Policy
Learn mode, automated upgrades)

Security Driven Networking
(LAN Edge: WiFi/Switch)

» Unified code base (L3 FortiLink, NAC Visibility and
Zero trust response)

» Convergence (WLM and AlOps on FMG, FortiLAN
cloud)

» Simplified Operation Al/ML driven wireless easy
classification and remediation)

Security Driven Networking
(LTE Edge: 5G)

* 5G backup (+SD-WAN for WWAN with new dual
modem)

* LTE portfolio expansion (+WWAN
application release, 101F/201F)

* SASE bundle for Thin edge and remote workers

Zero Trust Access
(ZTNA)

» single policy for on-net / off-net behavior

+ Better & easier VPN with automated setup for
HW/VM//SASE & cloud

» Granular access with role based application access
» Leverage existing products

FortiGuard Threat Intelligence
(Security Services)

* Increased Attack Surface Coverage — Video Filtering
enhancement to our web filtering offering
» Security Rating expended to Fabric Rating

* loT real-time query service

Fabric Management Center
(SOC)

* MITRE attack analysis with expansion in cover and
automated protection across the fabric and
ecosystem

* SOAR enhanced Al/ML & out-of-the-box content
packs. Intergrations. FSR cloud. mobile app.

* IR unified console, FORTISOAR container,
FortiCASB connector

Adaptive Cloud Security
(VM, CWP, CASB)

+ Centrally managed hybrid cloud (expended support
& multi tenant policies)

+ Effective usage of resources with autoscaling
» Extended application support for CASB
+ Container guardian

Adaptive Cloud Security
(WAF & Email)

»  Email continuity switch to FortiMail cloud when
service go down

* FortiWeb enhanced with ML-based API discovery,
deeplearining and more.

+ FortiADC/FortiGSLB user experience visibility and
Auto-Scaling capabilities

Fabric Management Center
(NOC)

* Insider threat analysis with EUBA support

» Enhanced visibility with extended product support
across the Fabric & SD-Branch

» Efficient and scalable operation with SIEM

* SaaS management with Unified GUI, easy on
boarding with ZTP templet and more & efficient full
branch operations

© Fortinet Inc. All Rights Reserved.

Advance Services

+ SOC as a Service to augment organization
and MSSP's SOC

¢ Best Practice Evaluation

e FortiGuard Consultant

14
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Zero Trust Access

B



S SR EUE Sl

- AEZRAFHBEMFA) :REEEE {} sas

- SSLVPN / IPSEC-VPN #1345 L3 Apps

- BEEBARIRARERRE 5 —

- FENERENERANR2BIURA FEL BB (MEA) =T Rl (E

- PN ARESEERERERNERS N ARE M SO TSN 590 T SANL PN Opfiona!

- AR (On-net) A it FH F A A 9M = Im FH P (Off-net)

BIEIFEEE - NGFW
~ - VPN
N % A F 5 & (MFA)

SSO / SAML

EEMBHE
EMS & Fabric E 7B AR T
Connectors

=10m AP B 8ELR
BN SR (Inside) Sl (Outside) 1ES=INE 16



R FAEE (ZTNA)
E

FortiManager

Hosted Apps
(on Public IP)

Cc}j Public Cloud
oo Apps

@ Access Proxy (&R Security Fabric)
FofiAnayzer T - $HEEE R (Per-session) HE 2 IR B

ﬁ FE PR AR5 -FENEN L ERERNNIT
>

EMS & Fabric - A’E VPN X ERLE
Connectors - ZTNA Agent i UIBER SR IR RENERARER
ERREBEABEM

N
- HE ZTNA &BiE “““\
"

O

FortiCloud

- REEAERERR
- ERREE FHNERRERE

- ATIA(On-net) [/ATIIMOff-net)

AlR
H- © Fortinet Inc. All Rights Reserved. 17



BEFEEEHEE Zero-Trust Network Access
THMEEEFENEGIAE RS E

Trust Verification
v BEZEAERESS (SSO/MFA)
=0T FhIhBEAR I8 v BRBREEZRE Onner)
MNZEEERRAE v BEERETIER

- {£H FortiClient fF%5 ZTNA agent

19 HTTPS B RV AR £1NA Tags

v fRIERRBERAZR (Tag)
« FBE(ZTNA certificate) W B 1 5z :8 v f581 Tag BERIXME FGT

s EF S EhaRE

ZTNA Telemetry

IR EEN (0S, network info, model)
EAFEAZEE (Logged-on user info)
RIBELAREE (AV software, Vul, detection)

© Fortinet Inc. All Rights Reserved. 18



it A B A+ - {845 VPN Bl ZTNA B

VPN C::>

Cloud
=
Client VPN Concentrator I

= ‘

OFF Network Data Center

EAE

I
)
H
=
53
|t

BERAERRITFE

B aIFLKiEE S SR AE

ZTNA

Client ZTNA Access Proxy
Cloud
‘

¥
T [

Data Center

ON/OFF Network

FEMNERIRERZ

e ERA R IEHTE

{E A& ARRE L 30 Rl I SR ig

H- © Fortinet Inc. All Rights Reserved. 19



Fortinet ZTNA 2%t

B4 ESE vs. HiM ZTNA 8RR 5%

MR E EREN A S EE (R KIE)

« RZBIH ZTNA BRTGEZ SASE IR B EP—IREL IR EIR -

HBEESENBHEH

« %38 FGT o] ERERMNFENAM E R /LA RS EE R

- TOJ3&F Fortinet SD-WAN, SD-Branch, Security Fabric 225753
EFRZLZEIEFAR (“Secure ZTNA”)

- LR FGT P 2B FE IR H RSBl 5

- FRRSETHERBEEMRM FortiGate EZL PRI

- 2t FortiGuard Labs services
A RIEZESMNY License

« =R FortiGate A0 FortiClient 289 ZTNA IH8EEI D] |
CEXHITE VPN Access EfiIEEEIE ZTNA

AR
- = © Fortinet Inc. All Rights Reserved.
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Security-driven Networking
FortiGuard Video Filtering Service (1858388 IR 75)

% Favorite Edit \fideo Filter Profile
Video Filter
2 v . . . . . Name category_filter <
- ¥71Z80T#¥f YouTube - Vimeo - Daily Motion - St Commens [ Witeacomnentoss >
122category ratl ng (¥E EIJ E$ l%&) 1EQ$E5E@;;E\ %X Security Fabric @ FortiGuard Category Based Filter :
b Network <
- OJ ¥} YouTube B9 channel ID f#{ static filter SEEE :
v v oo B Policy & Objects Category = Action + <
(&E’E‘Eﬁlﬁ E) & Security Profiles Not Rated © Block <
o . a . M = M 8 veN usiness oC b
« £ video filter BLE&RE - OJLUK FortiGuard $8RlIFE4R 748 R — = :i:‘ ‘ :
N N dEr s, >z ntertainment ow
?;E%@él\%ﬁgﬁéﬁg }/FE;E- = ‘éViFia ﬁWit‘:h Games @ Allow b
. . N ontroller 4
- £ video filter ECEEE - OJRUKER!I YouTube channel ID, I8t Log & Report Knowledge @® Maritor >
ABENEIEAFTEIER YouTube 15 E /B 15 ERIE. e :A”‘““‘ <
. : N . - L. .. == Music Allow <
- Video filter Bc &% & H RISZ$E7E proxy-based policies 17 B & News © Alow >
ZFRY SSL deep inspection. propie © Alow :
i p
- - - - O%m 4
The following identifiers are used for YouTube channels: <
www . youtube.com/channel/<channel-id> :quebtev . <
www . youtube.com/user/<user-id> Channel override list b
www . youtube.com/watch?v=<string> + Create New Search Q :
Channel ID = Comments = Action = :
<
No results :
¢

F RTINET

© Fortinet Inc. All Rights Reserved.
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ENTER YOUTUBE CHANNEL/VIDEO URL

Security-driven Networking Fi o ol i T

Find YouTube Channel URL via browser

FortiGuard Video Filtering Service Find YouTube Video UL v YouTube app

Find YouTube Video URL via browser

= C (Y} & youtube.com/watch?v=gk q1V4c0-w 0o 3 & %) 0 & O @l‘_j

= IIYouTubeT'“"' h t tpS : / /WWW yo utu be com /WatC h ?v:g k_q 1V 4C 0 W YouTube Channel URL, Video URL or username

https://www.youtube.com/watch?v=gk_qiV4cO-w

GET YOUTUBE CHANNELID )

YOUTUBE CHANNEL ID, INFO & STATISTICS

CHANNEL INFORMATION
Channel ID: UCm0OogRiOhTtbrddVowH2ulLg
Channel owner: Fortinet Taiwan

Channel start date: 2019-03-20

=RZRAISN

E: 3
bid
i
=
=
®
4
m
<]
0
ik

CHANNEL STATISTICS

Subscriber count: 789 subscribers
Total views: 28720 views

e e g T HOme 0 SNGIHLRE S SR AR N SR ARSI E—
P b 1)y 10:44 / 5218 w0 o [F 0"

Total videos : 45 video's
Go to the Youtube channel of "Fortinet Taiwan" >

EREE - MR EBSTEERFHEIRREFNE / 5RK18 Fortinet 15438

H- © Fortinet Inc. All Rights Reserved. 23



Security-driven Networking

FortiGuard Video Filtering Service

Edit Video Filter Profile

Name Only-Allow-FTNT-TWN
Comments  Write acomment... £ 0/255
@ FortiGuard Category Based Filter
Allow = @ Monitor = @ Block
Category < Action =
Not Rated @ Block
Business @ Block
Entertainment @ Block
Knowledge Restrict YouTube access @ Moderate
Lifestyle Channel override list
Music *+CreateNew | ¢ Edit W Delete Search
News .
Channel ID & Comments & Action ¢
People
_ | UCmOoqRiOhTtbrddv9wH2ulLg (&' Fortinet Taiwan @ Allow
|
r 1 1

Edit Channel Override Entry

Q

Channel ID = UCmOoqRiOhTtbrddvV9wH2ulLg
Comments Fortinet Taiwan

4 15/255
Action [ IAIA @ Monitor @ Block

Cancel

AntiVirus
Web Filter

Video Filter

Only-Allow-FTNTTWN ~ +

DNS Filter
Application Control
IPS

File Filter

Email Filter

ICAP

>
@ )
©
@ J
® J
® J
>
>
@ J
>

Web Application Firewall

SSL Inspection

Decrypted Traffic Mirror (B

© Fortinet Inc. All Rights Reserved.

deep-inspection v




Security-driven Networking Q:D

Packet duplication Improvement (3} 828 2{H1E)

PacketdupHcannforcHaLupIPsectunnds
. TEHEERBEIEINFERIGEFEILEL 2 B dial-up IPsec tunnels - & 1E spoke 2\‘BHBCE—1@ location ID.
« f£ Hub I - ¥ IPsec 25 ®& (IPsec aggregate Tunnel)E &85 location ID E’J Tunnel ETHEEHEIE

« 7 Hub Ifi - SIIE2 & (aggregated) EE48E location ID A% dial-up VPN BE - WIkIEE & FEEEA4R
ETHEAREE
FELUR AP - M ES dial-up IPsec tunnels BCE& 4 IPsec B2 5@ (IPsec aggregate Tunnel) Bl o] 225 6118 BUERWRE
FGT-A (client) S FGT-B (server)

dialup
tunnel

dialup
tunnel

IPsec aggregate

amn d
H- © Fortinet Inc. All Rights Reserved. 25




Security-driven Networking Cﬁ)
SSL VPN Client on FortiGate (FortiGate 17 0] {4 SSL VPN Client)

FortiGate as SSL VPN Client
. Forthate o] D& E 778 SSL VPN Client - &% SSL-VPN Tunnel 7T EIZAE 581
&= SSL VPN Client Z4R 2 1I5CE - client In =2 188V SSLVPN Server InREINAREHNMABEENERERT

« FortiOS 7.0 o] LIEEE & SSL VPN Server - t18]L2{3578 SSL VPN Client - %8 SSL VPN Tunnel &
- TJ#22l SSL VPN hub and spokes 2218

FortiGate as SSL VPN Client

SRR E SRR ISP slEBARRHE PERES|
WEHEFFEEA - Al

FGT-B
Company FortiGate

« ESP packets (IP protocol 50) #Z78.

« UDP ports 500 (IKE) 3% 4500 (IPSEC NAT-T) #1355,
 Fragments # =%, IR HImREAZIE IKE
fragmentation - RIZEE X E A Ksize/RFERIIKE 7B KK

SSL-VPN Client J
Virtual Interface: ssiclient_port1 Sﬁg_:égglo_g?zgr

Remote Resources

Home Devices

AlR
. © Fortinet Inc. All Rights Reserved. 26




Security-driven Networking * e
Integrated NAC feature on FortiSwitch (¥8Bc FortiSwitch 237 NAC I8 *

« oJPUfE FortiOS ECERE FortiSwitch A7 BUERIEIZR(NAC policy) - EnFFRTaaE R/ E -
BRteE User Group RIERE © Sk E AL % FortiClient I B EMS tag HIE2 17 ENAIES
- Ol fEAAIBRMEBE D ECEIEEBRSE VLAN S ERSEE T HS R

E3VEN- Al
UV ACE NAC &8 7€ - % Linux PC T AR H R - BEAcEZR Linux ‘FE R VLAN

Device Patterns

# diagnose user device get 00: | :
vd root/0 00:11:32:24:91:90 ¢ e User | EMS Tag

created 6214173s gen 1393 ¢ MACaddress @
ip 10.1.200.151 src mac Hardware vendor (B
hardware vendor 'Synology' sr Devicefamily (B
0S 'Linux" srctcp id 163 wei( Type »
host 'SYNOLOGY_DSZJ-SJ' 5'[ Operating systemn @ | Linux

User »

FortiGate FortiSwitch

—— © Fortinet Inc. All Rights Reserved. 27




Security-driven Networking
Integrated NAC feature on FortiSwitch

FortiSwitch-524D

Portll

FortiGate 601E

FortiSwitch-248E

IPCamera-1

Ell

IPPhone-1

&

IPCamera-2

Ell

IPPhone-2

&

© Fortinet Inc. All Rights Reserved.

2 &R : IP Camera
Assign VLAN : Camera-VLAN
Firewall Policy : Deny Access Internet

aefEa Bl - IP Phone
Assign VLAN : Phone-VLAN
QoS Policy : QoS Priority High

28




Security-driven Networking
Use wildcards in a MAC address in a NAC policy

EEZE NAC policy & - TI#E MAC #3lE A wildcard * ZI02RE FHIEE &

« TELURNEAID, IPCamera-1 2 IPCamera-2 A9 MAC 3t #8211 08:5b:0e FAEE
 7£ FortiGate 601E 217 NAC policy FELLEF 08:5b:0e FHFERY IP Camera 5%
 |P-Cameras #E# %! FortiSwitch & - B E# NAC policy # 5l L2k H&) B E Camera_VLAN.

IPCamera-1

config user nac-policy
edit "Camera-Policy"
set mac "08:5b:0e;**;**;*x*"
set switch-fortilink "port11"
set switch-mac-policy "Camera-LAN"

Portll
next
I

edit “Phone-Policy" \/

set mac "70:4c:a5:Fxxx FortiGate 601E
set switch-fortilink "port11"
set switch-mac-policy “Phone-LAN"

next

FortiSwitch-524D

FortiSwitch-248E

AR
-nw © Fortinet Inc. All Rights Reserved.

mac 08:5b:0e:d4:4f:3c
last-known-switch "S524DN4K16000116"
last-known-port "port6"
matched-nac-policy "Camera-Policy"
mac-policy "Camera-LAN"

J

*
* aam»
* aam
SRR R B
~N

mac 70:4c:a5:a8:0a:1c

last-known-switch "S248EPTF18001384"

last-known-port "port8"
matched-nac-policy “Phone-Policy"
mac-policy “Phone-LAN"

~

29




Security-driven Networking Do it o gt it
Application Bandwidth Utilization Graph Fabricmember @ JERENY Speciy

Favorite applications Amazon.AWS_S3 x

Google.Cloud.Platform x

#rwidget (N1 B), oI FAGEAENAEERREE e .
Microsoft:Ofﬁce.365 x

 EAETREFFRRRARRET  RERNEENERES Nowrin x
- BB top X AEFASWERRED P Ve x
Zoom x

Application Bandwidth b Stack~ 1lhour~ i+
Outbound: 80.1kbps | Inbound: 21.1 kbps Showall @O €5
2.0 Mbps
@ HTTPS.BROWSER
T 1.5Mbps
S @ DNS
g 10Mbps B MSWindows.Update
& 500.0kbps | @ Adobe Web
0 bps —— ; @ Facebook
o 20.0Mbps Microsoft.Office.Onlii
E 40.0 Mbps @ Facebook Video.Play
e @ iCloud
= 60.0Mbps @ Microsoft.Portal
80.0 Mbps
15:35  15:40 1545  15:50  15:55 1600  16:05  16:10  16:15  16:20 16:25  16:30 @ Egnyte

- © Fortinet Inc. All Rights Reserved.
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Security-driven Networking

Local Out Routing Page (=3t & /7T E E2IPE
BEBAMEE A ERRE (Local Out settings) S HFE—NTHE - HERE
 ECEEAMBERERE - A0 : 24 - BRRHIIMBEY

- O£ FH7E Global 3 Per-VDOM Level

& 12)

AR S HRRVAR

- #if5: FortiGuard, System DNS , FortiSandbox, FortiAnalyzer, Syslog, LDAP, RADIUS, TACACS, External Resource .....

@ Dashboard >

& Edit
N Security Fabric » >
i : Name =
m— TS [E] External Resource @

Primary DNS server 208.91.112.53
Secondary DNS server  208.91.112.52

Local domain name

DNS Servers
208.91.112.53 VIR
208.91.112.52 EuS
Additional Information

@ AP| Preview

DNS AWS-IP-Block-List

L=l EETns AWS-Malware-List

Packet Capture
[E LDAP Servers @

FortiExtender
SD-WAN Zones LDAP

SD-WAN Rules E Log
Performance SLA Log FortiAnalyzer Setting

Static Routes

2 System

Rolicy &Objacts

FortiGate Cloud Log Settings
Log Syslogd Setting
[E RADIUS Servers @
FAC-206
B System ©

Name System DNS System DNS

Edit Local Out Setting

. Outgoinginterface @  Auto  SD-WAN System FortiGuard
> Editin CLI B wanl Sl |
. Source IP Use Interface [P RUELTE]
A Local Out Setting El TACACS+ @
10.1.215.61 - TACACS1

Qutgoing Interface =

192.168.101.254 LAN-101 (port2)

© Fortinet Inc. All Rights Reserved.



Security-driven Networking

Interface Migration Wizard (77 [E 1% &

REBENIR A ERIEE
BIEBEMEHEIR

(references)

5 451):

« X% VLAN 7TEAR VLAN ID
- BEIS# 5| AN TEE] SD-WAN
« FTEEMSIANTEZI Zone

== ==
"= ==

W Delete

‘ + CreateNew~ || & Edit PP Integrate Interface

Name ¢

Type
fle 802.3ad Aggregate €
[ M Phy<ical Interface @

[® Physical Interfacg

Move portl into an interface

References

Name

test (2)

@ Select Migration Orcon > @ Select/Create Interface x
1

Select where youyfish to move the interface.

Full_Internet_Access (1)

Object Type Action

7

FEGEREANGEEREN Delete Entry
PELIEEEN G HEREN Delete Entry

K PELIEEEN S EG N Delete Entry )

1
Firewall Policy

Firewall Policy

Static Route

Migrate to Interfag

O Migrateto Zone

Move selection to a ney or existing za Move port1 into an interface

Migrate to SD-WAN
Move selection to ay;ting WAN

v

Move selection to a ney or existing interface. Aggregate interfaces, redundant interfaces, and software switches 3

@ Select/Create Interfaze

7€ supported.

Targetinterface | @ virtual-wan-link

h ‘

< Back

© Fortinet Inc. All Rights Reserved.
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Al-driven Security Operations
Al based Malware Detection (R AIRE = #5212 0)

B Al B8 . INEREREZEA

- HRFhE/ DFESIEE E’Jﬁﬁlﬁ?ﬁﬁﬁﬁﬁﬁ’*ﬂjx
- BEREHREEREET - mEHERE T Windows O Tﬁﬂﬁy

#(PE)PRYCI 21T A - BEEZ HINEE (zero-day attacks)k

# config antivirus settings
set machine-learning-detection {enable| monitor | disable}

34
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New: Outbreak Alert (BLZEHRESE

« FortiGuard & ;tgm/é“*ﬂ““ﬁlﬁﬂjﬁx%mﬁ}ﬁﬁum’ﬁ%ﬂﬂﬁtéﬂmUE’J%&%J
- BRAHNRZTIESEAFETSERZABNELSHEINER - BIIRFEN FortiGuard /B2 ZHAViERE
- OJPIEW HTML * PDF ~ XML ] CSV t#8XX RS

@ Fortinet Outbreak Alert

"% FIATINET

Summary

HA F N I U M D ea rC wr! E a n d m 0 r This report displays the findings on attack attempts to exploit MS. Exchange vulnerabilities from Fortigate.

This table shows detections by FortiGate IPS:

FortiGate IPS Detection

Targeting Exchange Servers with 0-day exploits

Total

# Device Source Destination Attack Count First Seen Last Seen
Issue Impar:.t Targets 1 Van_Office_[FW1_ 172.16.68.2 111.206.21 HTTP.Unknown.Tunnelling 3 2021-04-13 18: 2021-04-13 20:
Master 21 0.75 12:50 44:44
2 Van_Office FW1_ 172.18.34.2 74.125.124. TCP.PORTO 3 2021-04-13 18: 2021-04-13 20:
Microsoft has detected multiple Threat actor use these vulnerabilities HAFMIUM primari Master — =) ZEY ]
O-day exploits being used to steal data and perform additional in the United Stat 3 '“h':”—tce’f"‘e—“"”— 1;;-15-‘9?- 105000 TCP.PORTO 3 fg"—;ﬂ 041318 igﬂ“‘“”ﬂi
- . P . aster H =
:ﬂt:g::oksgg_g;ﬂ]nfnes;g;ﬂfelﬁr?f Er:}ﬂ_:ﬂ%ﬁiggtlﬂns that lead to further Industry sectors: i 4 Van_Dffice_[AN1_ 172.16.171. 172.18.22.4 MS.Exchange.Server.UM.Core.Remote.Co 3 2021-04-13 18: 2021-04-13 20
limited and -targelgd attacks P . infectious disease Master 64 B de. Execution . 12:50 4444
- QEJ:E"!’ Ransomware is piggybacking law firms, higher ¢ 5 ;TmmmsnmS ;:2.15.53.2 101;5.206.21 HTTP.Unknown.Tunnelling 1 fgﬁ;{:-@-u 18: ${51_211E;04-131a.
(Device Security) on the onginal attack institutions, defen: 6 FGT91E4Q160005 172.16.171. 172.18.22.4 MS Exchange Server.UM.Core.Remote.Co 1 2021-04-13 18: 2021-04-13 18:
. . 40 B
{Cﬂnfenf SECUﬂif}’.} DD"C}" think tan I"{E:- 34 64 8 de.Execution 15:19 15:19
: 7 FGT91E4Q160005 172.18.34.2 74.125.124. TCP.PORTO 1 2021-04-13 18: 2021-04-13 18:
gef 251‘1‘3_3#3 like | 24 . 94 15:19 15:19
EIVE! & WIDEY rans 8 FGT91E4Q160005 172.16.197. 10.50.0.0 TCP.PORTO 1 2021-04-13 18: 2021-04-13 18:
34 102 15:19 15:19

This table shows detections by FortiGate AV:

On June 30 it was disclosed that the technical details and a proof-of-concept (PoC) exploit have been
accidentally leaked for a currently unpatched vulnerability in Windows that allows remote code execution.
Despite the need for authentication, the severity of the issue is critical as threat actors can use it to take # Device Source Destination  Virus Total Count First Seen Last Seen

over a Windows domain server to easﬂy dep,’oy malware across a company's network. The issue affects 1 Wan_Office_FW1_Master 10.2.60.143 10.2.175.110 HTML/AgentAT21Mr 1 2021-04-13 20:44:55 2021-04-13 20:44:55
Windows Print Spooler and the researchers named it PrintNightmare. 2 Van_Office_FW1_Master 10.2.60.143 10.2.175.110 ASP/WebShell.clitr 1 2021-04-13 20:44:55 2021-04-13 20:44:55

FortiGate AV Detection
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Fabric Management Center

Security Rating Overlays (E%

BRI RER

2 S AREMENERTERT
HE . REBMLL I RREEE
AR e 22 RERE

* PCI-DSS I FEFERZ 1R

MEETRET  SEREEE
RE - BRERRTEE - e
R 2IREVEN

-OERREEEE
Bz BIERNAERE
%”*E#EEEE

KERIRIBENT
BN <& B

Z AR E 1)

Password Policy AU RN OLUtFO!
Settings w .
Password scope € m Admin | IPsec | Both @ APl Preview
HA
_ EditinCLI i
SNMP View Settings
Replacement Messages . @& Virtual Domain
Language English -
FortiGuard Theme Jade Setup guide
& How to Configure Virtual Domains &'

Feature Visibility

Date/Time display ~ WEsJgi{€=IR 450 Browser timezone

System Operation Settings

Certificates ® Documentation d(s) ago

& OnlineHelp &
W Video Tutorials &'

Policy & Objects

Admin Password Policy 22 % |

Security Profiles VLAN switch mode @

VPN NGFW Mode
Central SNAT (@ )
o € >

Enable a simple password policy for system administrators. |

el Policy-based By default, the password policy will enforce a minimum

password length of 8 characters.
As of 32 minutes ago.

© Security Rating Issues
A Valid HTTPS Certificate - Adminis...

Admin Password Policy

User & Authentication

WiFi & Switch
Controller

Virtual Domains

A RO L /

Searc Traffic Shapers = =2 lan -& FSW-LAN @

ProtoolOptidns

Traffic Shaping Policy + ACCEPT @ Enabled

Traffic Shaping Profile

1/7 %
Security Profiles

8 VPN
User & Authentication

WiFi & Switch
Controller

Log & Report

* X

O Oxplicit Interface Policies

A)
Unused Policies (3)

Show Dismissed v

S — @ Security Rating Issues
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Fabric Management Center

B~ GUI B1EZE

B8R G

B9 CLI ﬁ

Advanced #PEE8 1

- R43E “API Preview” & HA] GUI B
H_EHJ APl a5 - S8 GUI BUE

O HiZEEE B API FHE]

Ul EEJ:EI’\J REST
AP| =848 CLI anSET(

« BhiE “Editin CLI” &E&Ba] GUI E|
. 355 CLI OJiC &

S WY REST API £2 CLI @p

System Settings

Hostname  SG-FTNT

System Time

Current system time 2021/01/28 17:13:18

Time zone (GMT+8:00) Kuala Lumpur, Singapore A

Set Time B pre Manyglss

Select server E-. wouard

CLI Console (1) +

FortiGate-181E # config system global

FortiGate-181E (global) # show
config system global

set
set
set
set
set
set
set
set
set
set
set
end

admintimeout 60

alias "FortiGate-181E"
gui-certificates enable
gui-fortigate-cloud-sandbox enable
gui-ipv6 enable

gui-local-out enable
gui-replacement-message-groups enable
hostname "FortiGate-181E"
switch-controller enable

timezone 084

virtual-switch-vlan enable

FortiGate-181E (global) # ||

© Fortinet Inc. All Rights Reserved.

SR

@ APl Preview
>_ EditlinCLI
[+

& Hov to Configure Virtual Domains (&'
API Preview

o The following REST API requests will be sent when you save your
changes. Full APl documentation is available here.

FortiGate FortiGate-101E
Show modified changes only @

Mo changes have been made.

- I
L
"metheod": "PUT™,

"url": "fapi/v2/cmdb/system/ntp",

Iy Copy to clipboard

" w, o
- params": o

"datasource™: 1,
"wdom": "root"
1
I
- "data™: {

1
J



Fabric Management Center
L2 @A (Security Fabric) oJsZ# 7 Multi-VDOM mode

FortiOS 7.0 S #£7F Multi-VDOM RUIRIE R - ,% ,i & 49 (Security Fabric) 2R E H P&
- e E B 2 E B ELRRE - ELTRE(ELIABEEEHE. 55

~\
8 Fortinet Z2 48

R EE R R B
AREHBE—A  BH2E
BN EZR )
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Fabric Management Center
Automation Workflow Improvements (B &1{E R 1215 4)

E / ‘t = "'n ] _:l:l "'rl_ =i @ Dashboard Edit Automation Stitch
&l 72 ﬂ.‘.If’E‘m*E RXET - EEEIETIERG -
/ / =] A AT 77y A A XX Security Fabric N c sedtosta .
Eg iﬂ % m gﬂ i((( A 'r ﬁ 1ﬁ e R . e ntine Additional Information
I ; % Stat @ Enabl _ Disabl
Logical Topology s nable Ll

FortiGate(s) | & All FortiGates x @ APIPreview
— t - Security Rating + s_ EditinCLI
L4 I m | I Hq’ i ? Automation Description . 0/255
Fabric Connectors & Guides

E 1@ ﬂﬂj §X$1¢ I:Fl (trlgger) :l $ﬂ —.,I- 57 IE Ej] 1/.E bl L Sch & Chaining and delaying actions (&'
Network & Execute a CLI script based on CPU and memory
(ACt'On) Trigger thresholds &'
5 A . ’ & Default automation stitches (2"

i Compromised Host Quarantine

- ESIack HEBEIAACZEE HTTP body code B poloy Obecs

Security Profiles GE)

ENERSBHPREBRRF G ERE [
EEES e

@ Documentation
& OnlineHelp &

" @M Video Tutorials ('
x Action
Compromised Host Quarantine_quarantine

@

Action *
Compromised Host Quarantine_quarantine-
forticlient

Add Action

Notifications

Email

Send a custom email to the specified
recipienti(s).

Slack Notification

FortiExplorer Notification
Send a notification to FortiExplorer.

Microsoft Teams Notification

Send a notification to a Microsoft Teams

Send a notification to a Slack channel. &
channel.

12 Microsoft Teams SZEHINEE
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Automation Workflow

® Botnet C&C IPs

= Malware Domain

= Malware URL

= Crowd Sourced URLs

FAZ loC engine
computing logs
° 7 Traffic detected
by FGT UTM
e Logs sentto FAZ

LAN Stations trying to
access malicious site \V

" Internet

Detection
Engine

>
FortiAnalyzer e

I FortiGate

S e ewn eww weww
- =

Station quarantine
IP Ban

loC detected by FAZ
Notify to FGT
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Fortinet {fEXF G LMEEBF!
FortiOS 7.0 $fit

300 I&8TEE
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» Fortinet Zero Trust Network Access (ZTNA)
» FortiGuard Video Filtering and IoT Real-time Query
» Over 300 New Features and Updates Deliver Even More Reasons to Choose Fortinet

© Fortinet Inc. All Rights Reserved. 42



F:=RTINET



