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FortiPhish™

Fortinet’s Phishing Simulation Service

Email remains a primary threat 
vector for malicious actors 
looking to gain access to your 
environment to steal sensitive 
data, gain access to banking 
accounts or lay siege to data 
through ransomware. 

In fact, according to Verizon’s 
Data Breach Investigations 
Report 2020, 96% of phishing 
and pretexting (where a threat 
actor uses a convincing and plausible pretext or story to con 
an unsuspecting user to do something for the actor), including 
spear and whale phishing of executives - arrived via email.

 These social attacks have resulted in reputational damage and 
large financial losses due to compromised data, intellectual 
property loss, and unauthorized fund transfers.

Security awareness training, for those organizations that have 
a program in place, can only go so far. Employees come and go 
and while your users mean well, they often forget the lessons 
learned through annual online courses and other instruction.

FortiPhish helps you address the risk posed by uninformed 
users and turns them into forward-operating sensors on 
the lookout for potential threats. FortiPhish is an advanced 
phishing testing service using the latest examples seen in the 
wild.

The Case for FortiPhish 

Problem

Zero day malware and phishing 
threats delivered over email 
and the web may result in data 
loss, compromise, and business 
disruption.

Solution

Testing your employees or 
users with real-world simulated 
phishing attacks works to 
prepare them to defend your 
organization against social-
based attacks.

Benefits

	n Phishing simulation tests the 
ability of users to identify 
potential email-borne threats.

	n Assess the level of vigilance 
across your users through 
campaigns.
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FortiPhish

www.fortiphish.com 

Training

www.fortinet.com/training

FortiCare 24/7 Support

www.support.fortinet.com
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OVERVIEW
FortiPhish is a cloud-delivered phishing simulation service. User awareness of the 
risk posed by malicious emails and social engineering efforts is best developed 
through regular testing against real-world simulated phishing threats.

FortiPhish phishing simulation uses the Fortinet FortiGuard Lab’s deep knowledge of 
phishing techniques to allow you to target your users with highly credible phishing 
campaigns. 

FortiPhish provides rich analytics to help administrators assess the susceptibility of 
users to phishing and related social engineering attacks, identifying users who may 
need support to improve behavior in the organization’s anti-phishing efforts.

FortiPhish Features

Cloud-based Phishing 
Simulation Service

	n Test user response with 
pre-defined multi-language 
phishing mails

	n Test user likelihood of 
clicking on suspicious links 
and divulging information

Management Reporting

	n Capture email open rates 
and visualize campaign 
analysis

	n Track improvement over time 
per user group

PHISH
Test awareness and vigilance across your users through real-world simulated 
phishing attacks, while reinforcing proper practices at the point of click.

ANALYZE
Analyze results and visualize program trending while identifying at-risk users 
and areas for improvement. Use results to adapt future training, further 
reinforcing vigilance across your organization.

TRAIN
Train your users on the risk posed by email-borne threats including phishing, 
spear phishing, whale phishing, pretexting, impersonation, and business email 
compromise — and how to spot them. 

⃝✓

⃝✓
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SERVICE FEATURES - LICENSING

ORDER INFORMATION

Product SKU Description

FortiPhish Premium Account License FC1-10-PHCLD-223-01-DD Subscription for 25 mailboxes, 12 months, includes support.

FortiPhish Premium Account License FC2-10-PHCLD-223-01-DD Subscription for 500 mailboxes, 12 months, includes support.

FortiPhish Premium Account License FC3-10-PHCLD-223-01-DD Subscription for 10,000 mailboxes, 12 months, includes support.

LICENSING Licensing Per-mailbox/user subscription

Number of Phishing Emails No Limit*

LANGUAGE SUPPORT Multi-Language — Admin ⃝✓

Multi-Language Templates ⃝✓

USERS / RECIPIENTS User Definition — Manual / CSV ⃝✓

User Definition — LDAP ⃝✓

TEMPLATES Basic Templates ⃝✓

Event-Specific Templates ⃝✓

Custom Templates ⃝✓

REPORTING Post-Campaign Reports ⃝✓

User Reporting ⃝✓

SECURITY AWARENESS TRAINING Post-Campaign NSE Training ** ⃝✓

* No limit within the confines of the number of mailboxes / users and minimum one-week duration for individual campaigns.
** Not currently available.


