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Cybersecurity 

for Industrial 

Operations
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We help you to secure your operations –

You focus on your core business



Yesterday we had islands of communication
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Today 

everything is 

connected ...
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… and

at risk



Production systems are part of the IoT
This means IT/OT integration across all areas and layers
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IT/OT collaboration means:

More connectivity

More data

New cyber-risks



Only a comprehensive security approach based on the 
defense in depth concept can provide an effective protection
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Multi-layered industrial 

security concept

Embedded in a 

growing ecosystem



Why is Cybersecurity 

in OT such an important 

topic for industry?
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OT is at the intersection
of multiple challenges
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Knowledge gaps
Lack of OT networking and 

cybersecurity knowledge and experience

Multiplying adversaries
Proliferation of cyber-threat actors

(insider, external, criminal, nation-state, script kiddies)
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Digitalization
Need for all types of data, in real-time

(LEAN, Predictive Maintenance, etc.)

Sophisticated malware infrastructure
Advancement in malware tools and services 

(AI, cloud-based tools, etc.) 
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IT/OT integration across all areas and layers 
Cybersecurity is a must have in IT and OT!
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Information
Technology

(IT)

Operational
Technology

(OT)

Cloud

Edge

Controller/Automation platforms

Software for vertical integration

Field devices
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TECHNOLOGY

PEOPLE

Technical security measures

Competency

PROCESSES

Policies and Procedures

A holistic security protection concept has to include technology, processes and people 

A holistic Cybersecurity approach is guided by three main pillars
People, Technology and Processes



How does Siemens help you

to secure your operations?
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Our holistic Industrial Security concept based on Defense in Depth principle
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Plant security
• Physical access 

protection

• Security Policies

• Security monitoring

Network security
• Cell protection, perimeter 

network and trusted zones

• Firewalls and VPN

System integrity
• System hardening

• Patch Management

• Authentication and 

access protection

Security threats 

demand action



Supplementing Zero Trust
Combining Zero Trust and perimeter protection principles

Unrestricted | © Siemens 2022 | DI Horizontal CybersecurityPage 14

Plant 

security

Network 

security

System 

integrity

Security threats 

demand action

Defense in depth remains state-of-the-art, … … but classical cell protection …

… will be enriched by zero trust 

principles

Industrial 

Backbone

Shopfloor 

Aggregation

Cell/Machines



Frameworks, Standards and Maturity models can help you 
to implement Cybersecurity in your operations
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Frameworks Standards

• Gauge current technical state 

and maturity level

• Plan for future needs

• Identify gaps in workforce skills

• Tools needed

What to do 

and how to 

do it?

IEC 62443



Our Cybersecurity experts enriched with our profound market knowledge 
support you for building up secure architectures for your industrial operation
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Siemens provides end to 

end security solution from 

consulting to implementation 

of dedicated portfolio and 

optimization of your applications:

Tailor-made for your 

complete industrial 

operations – from 

sensor to cloud



How does Siemens 

guide you through your 

Cybersecurity needs?
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Phase 1
Where do I stand? 

Where do I want to go? 

Phase 2
Where do I start?

Which are my critical assets?

Phase 3
How can I protect my critical assets?

How do I secure my overall environment?

Phase 4
How do I know if my security 

controls are working?

Phase 5
What do I do in case of 

a cyber attack?

Cybersecurity step by step *)
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Identify Protect Detect Defense Recover

Cybersecurity 

Assessment**

• IEC 62443 Assessment

• ISO 27001 / ISMS 

Assessment

• High-level gap 

assessment

Strategy, 

Policies and 

Governance

Remote 

Access

Access 

Control

Risk & 

Vulnerability 

Management

Network 

Segmentation

Security 

Patching

System 

Hardening

Malware 

Protection

Security 

Logging and 

Monitoring

Data Backup & 

Restore

ICS Sensors & 

Real Time Threat 

Detection

Investigation & 

Hunting

Threat Mitigation & 

Response

Disaster 

Recovery Plan

Business 

Continuity Plan

Phase 6: Continuous Improvement

Asset 

Management

Vulnerability 

Assessment / 

Pentesting***

Training, Simulations and Awareness
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Cybersecurity step by step
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Benefits

DI Security overall 

Protect the productivity and 

availability of your plant

Overall

Immediate access to 

expert know how; Save 

time and resources

“We make sure that 

you can focus on 

your core business!”

Step 1 Step 2 Step 3 Step 4 Step 5

Know what you have! Know how you do! Know what to do! Know how to do! Know how to improve!

Benefits

• Asset inventory

• Transparency over 

implemented assets

Siemens Portfolio

• Active Asset Inventory 

Scan

• Passive Scan via 

Industrial Anomaly 

Detection

Benefits

• Evaluation of current 

security situation and 

compliance with 

security standards 

(IEC 62443)

• Identification of threats 

and vulnerabilities

Benefits

• Security concept

• Plant-specific roadmap 

with tailored security 

policies and concepts

• Basis for transparent 

cost estimates

Benefits

• Rise awareness

• State-of-the-art 

implementation for 

continuous protection

• Tested and approved 

for Siemens 

automation systems

Benefits

• Long-term protection 

over the whole 

lifecycle

• Early detection of 

threats/vulnerabilities, 

allowing proactive 

reaction/management

• Adaption to regulations

Siemens Portfolio

• Security Assessments 

(IEC 62443 

Assessment, Industrial 

Security Check)

• Vulnerability Detection 

Scan

• Asset Vulnerability 

Analysis

Siemens Portfolio

• Security Assessments 

(Report)

• Industrial Security 

Consulting

Siemens Portfolio

• Security Awareness 

Training

• Industrial Next 

Generation Firewall

• Endpoint Protection

• Industrial DMZ 

Infrastructure

Siemens Portfolio

• Industrial Anomaly 

Detection

• Industrial Vulnerability 

Manager

• Patch Management

• SIMATIC Security 

Service Packages

→ Consulting → Consulting → Consulting → Implementation → Optimization

Go back to Step 1 and repeat!



Always Active
Incident Response and Security Team for Siemens products
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When security issues arise, we react promptly, 

informing our customers and providing them 

with recommendations, updates and security 

patches as quickly as possible.

We are linked with over 200 

security organizations around 

the world through the Forum of 

Incident Response and Security 

Teams (FIRST)



Thank You!
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Fanny Lin 

Senior product manager 

DI / PA / DCP 

Mobile 0960778762

E-mail fanny.lin@siemens.com
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