F:=RTINET

BRR P REER
IT/OT @S
EREERIEAE{LAV N2 5%

BRB RGN

EREMNELEMEUER - Bl (IT) BDEERI (O ) MEHRE
RO RBEARERERE - HP—IBRERRBOES - ZEHEES
WEZZEDL (SOC) P - FREE IT 8 OT RIEPHLEIFEE -
IT/OT afAERHEEMERENEDLEERET  BEEHESE
AHNERNWARETHBZER - WANEE M ERAEE R E HR
g - EDHERS(T] -

~y

E_E

EEGUEZZEDPL (SOC) PEA OT EHHEBXERBREE -
T BENREEHBEERERR O Bk - TEAMEAEBH - X205
EREANEE  SBLETERERERE

m B ORI EEZESIZE (PLC) FOAEMF

B ERRN BT A S R RN R 48 ( SCADA ) BT 2% H 248 (1CS)
REZZEFEETHNER VETER  SREERRERE

m T 2 OT 24BBER—EHEARREEKS  SRBEESH
EEE bR

IBAh - B YBREREAZEZPENERE - 2EABRNERBHEDE
BRIWEIN OT X - WHEEE SOC ANRKFADEREZEAN -

RS P4 BE A9 L AR

HFHERAZHIAS (Cyber-physical convergence) olgEEIENNEE
REBPNEBEHE TANEERHIARERERNESNERR
ERBZIAULEHEBABENSERT - 1%  RISXHEFHRE
HEHEIRERHN O 24 -

HE IT/OT MEBARENEZERVME D BRIRE - EORINRE T 2489
B2 HARERn2EE O REFRIEEEENER - 5IAMT
FEYHA (lloT ) B2 56 il - BE—DRBA THER - £ 1ERH
ERESHER -

TE# LRIFREER OT &

& ISEABTEEII -
EMRECREFEREE
RiarBRER (OEMs)
REMB=T21 7 E#E
e




BERGENAE | IT/OT MEHREEBE LK

REHM (Security Fabric)- &iEHili (OT)
BRIEHERSE

Cloud &
External Zones

Secure Networking Zero Trust Access Security Operations Security Services

MAJOR ENFORCEMENT BOUNDARY

FortiToken

FortiSwitch G
FortiAnalyzer
I:;? Ecosystem Partners

Rugged Forfqute FortiNAC

Rugged FortiSwitch
Rugged FortiAP FortiEDR Fabric Ready
Ecosystem

Business & IT o2 )(}&
Enterprise Zones (}
" a k 2 FortiSIEM OT Specialized
i ecialize
ForticNP ZINg /' FortiGugrd Services
CONVERGED IT & OT 2 \0)
2] .
>-} = .é.. (5&)) a -ﬁ» S FortiSOAR
MAJOR ENFORCEMENT BOUNDARY o . 8 o
- E SD-WAN/ 56 o FortiGate q>) Cs 2,000+ OT
Operatlons & ICS/OT (] < c [ada] Application
Control Zones = o 8 FortiDecsptor Signatures
Lol ] S g = E
= /M| k) » i i

MINOR ENFORCEMENT BOUNDARY 2 FortiGate ] FOHIATIASAHICSIR o

a o : FortiManager /
Process Control ° © = FortiPalicy
Zones LI Sl o [|[: 0 =™ ||¢ g e

3] O =]

Q Q 8]

(%] %] Q

w

@

MAJOR ENFORCEMENT BOUNDARY

ﬁ?::g:g‘onZones W{b

MEaXREEE
Fortinet RS ERAS % - BMEEHAEE IT 8 OT RISBRPESHENE R HRES -

RER - REZBEZ2EMENE— NOC/SOC (BEEEDL / Z2EETN ) NEERASE HEZSHREX
B®E - HEEMMEE - X580 OT £EF - BBEARREBDOHZESE - B8 32% Z:E SOC BEEMEH OT 2= - -

—{EREEIREZEE IT 22 OT F a0 SOC - EZOAEMERE !
m ZEGEBEHEE (SIEM)
 Z2F - BEEEEIE (SOAR)
m ER MR (Deception) AT AR #
EPABKRET
m Ep HES o B
m InEiE=RIEA[OIFE (EDR)

© Fortinet Inc. All Rights Reserved.

SRl

FortiSIEM TET,\xqﬂ_tT%%fi BMELZ2ERBREAIMERREELENLZ N - WEHESRUT K - BREREEE
B (NOC) BEEZEEDRID (SOC) WENRKERB AT - RHEFRBTEEFNWEBREAEI - FortiSIEM #E1E
ZEGEZEEREBRIRFENEERBIR - FortiSIEM thRESEZHPRE - sEAHARFER RER - EHREREERIR
Y AVE D eI

I EE B Sz - OT iai*g'%“B% NEZEEYE el ZERSEENNAE | WEASHE RN EEIG
Bl - E— T RBIRE %E’J%#F‘Em* £ - REAWHFREBON  MEMAALER (Al) BRRIEE (ML)



BERBENE | IT/OT MEHREEBEE(ELH

AERE R BT RN - FortiSIEM IREZIEERRE OT & |T 2B ELHE
RITER

FOMiSIEM AE ISR B Bt T3 245 (1CS ) AT MBI - Hili 82
2R (TTPs) - 3535 MITRE ATT&CK HEZR¥ETT 4T - [EIFF - FortiSIEM 132
BB [T 560 MITRE ATTRCK BT . Fom R Purdue BIER 7
BB -

1275 13% ME L8
R - %E%@ﬁﬁOTEEE
MBAE - RIREE # 100% BOTIEME - IhE

FOrtiSOAR ff-% Fortinet Security Fabric ZRi#9— 8% « T £ T B BRSO TR
EEEOBISE - BRERN SOAR EF - SEHREAS RRERI - B

FOriSOAR BEVEREE MESHBS - BEAEENE - 2EEAAMES

SR =EWAE -

HRSEAREEFLE PMTABRKBHUBHAEEZEANSENR -
FOrtiSOAR DJEEhESELEEE - WINAESEEM E T ukﬂ)ﬁi@xﬁl?
FortiSOAR S B{LRE NS ERMEN ~ 1REREM Y +E/L\11HQ}E|/R%I1’EU%£ OB EEERNIRE I (E2E ) £ - Al
o BEMEBE(E RARERERER SRR ERBRLEHEINSERBIE 4 ENH—EPL2RE -

FortiSOAR A MO BEMINEE - Se BN RAEZHERAMAREBNEE  TAAGANZERRHREDIFEFS -
DUBEITAEE -« 38 - BEHRIE -

ARARWHHTS

O B2tk - MEREEE THEARBEHEASL - HEBRAEZEZHS - ARTAY - RAREHRFISREA -
RERANZZEMARIEELEE AT - EUCAHBER " RRBAR ) AR - ?K@EiﬂW@/EJTEUTILXE@TI:BE?E°

FortiDeceptor 2—E5 M MAEH BMBZEHTS (DDP) - REIFRAT « SR IT/OT HEHR RS B - a
TR EETI N - FEAEESERY  BATHNSENE - UHREBLSHEERE - LR L
SRZWE -

FortiDeceptor oJ#&#i224& OT ~ ICS A loT AR EEEE - Ul SCADA PLC ~ HMI ~ B IoT ( 4 PACS ~ /& &/ ~ El
T IP B - BRERR - BB - UPS) - DUR SAP SERAEFEAE ERP &4t - BEANEMIRBELISE - FortiDeceptor o]
RUABESEOIE - BFIENEBE—FEN - LERUSERERRE  EEHREXNZIHEM - WolBbE T 2E8ES R
Fortinet Security Fabric HIEZ4H S

SPXBREBRE AR

FortiManager 2&32 FortiGate s&HERH—FE& - clEE# IT 82 OT WRAR - WBAR Purdue BHEPHWZEELR - 7%
OHRBEETRSE - LR EABNER - EEUEF - BRECRASERRIERE -

YE% Fortinet Security Fabric F9— - FortiManager IRIEEEBH HE - £EPEE - —BUBXREEBCHABER - T
ERBOERZRS - Forthanager TﬁB%HAZIKfm (on-premises ) AEEZRE D - BRANREA EROEE ; EIROOEER
B - UERAZREREBNERS -

FortiManager #EC FortiAnalyzer tJs8{EA T INEENL X EEMMERSE - HEMARREREEE RAMERNELRREE A
MRS DB - FortiAnalyzer 2 FortiGate Az B RS E08E - %ﬁ%éﬂLB“/Vﬁﬁ1‘* RUESNBVENE B EZAERINGE -
OHAIARESHALIRRERBEN  UESNESHEER - BEDBEHSILILFAEEIACEHEZIE T & OT £258
MEQRROEREE -



FERAENA | IT/OT MEHREERDHICEM

BRTHIEANIREPE

EDR ( IHEHHIRENE ) RS REEBBTRAMRUHEREROZSIE - BREB TR - BESERE ) - B
RASRALHGENHEE  FEEEEABEHIRRAAR - IR EIARREEHE - FIEE0 850
FETEYRERR -

FortiEDR DJE2 Fortinet Security Fabric RERES - XIEHABE—HFASE - WEKSEE REST AP| RiBEE B Eias
RIBES -

FortiEDR 7 OT IRIRESH]iE - EREMARRRE L E‘f‘i bT#;.;i}Em\Jti}ﬁﬁfjﬁf%%%uﬁ 40 Windows XP B2 Windows
Server 2003 ; H¥ - FortiEDR DJEfE B EIRBP - BREFln &R /O MG ER R & T ORE R HER
2

5 5h - FortiEDR BIE$H2R 8 FortiGate R R IP Uil - 45 FortiNAC BEIRIZRAKEB@ER VLAN » TN &
FortiAnalyzer =i FortiSIEM 25 - DRI EE - HisElE =T -

i
MUNENEIE—EMBL B EFEE _MEBatEEE—& - T B OT MBIREA IT BERE 7 —EREHE - oJRHKE
g;%iéSOC AOZE(F - LINRY IT/OT SOC Z18RAH - ERASMA OT EXABNABEMRAES - tPIERREHEI
—ERETREH IT/OT SOC FEEHLITEED !
m T B OT €HMINER - WIRHEITHENEE
m 5T B OT RIS — SR GBI IR BRI R
m 5] 55 W M 3R 15 P BB B R D
m SHBEAMR IT/OT B9 EDR %4
m ST & OT MO BB ML RERE  BoBERE BEEE  UEBE— SOC TAREMBHMEE -

1 Gartner, Reduce Risk to Human Life by Implementing This OT Security Control Framework, June 17, 2021

2 Fortinet, 2022 State of Operational Technology and Cybersecurity Report, July 21, 2022
3.
Ibid

F:::HTInET www.fortinet.com

Copyright © 2024 Fortinet, Inc. Al rights reserved. Fortinet®, FortiGate®, FortiCare* and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. Al other product
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet's SVP Legal and above, with a

purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute
clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet's internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer,
or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.

May 12, 2025 9:34 AM
1791726-0-0-EN


https://www.fortinet.com/content/dam/fortinet/assets/analyst-reports/report-2022-ot-cybersecurity.pdf
https://www.fortinet.com/

